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Chapter 1: Introduction to Trend Micro™ Security

Trend Micro™ Security secures your connected world, providing protection against malware,
ransomware, and online banking threats. Using advanced artificial intelligence, it also helps
protect you from identity theft, coin-mining and file-less malware, viruses, online tech
support and phishing scams, and other emerging threats.

Trend Micro Security offers multi-device protection and includes robust Parent Controls to
help keep your kids safe online, a Password Manager to protect and manage passwords, and
a Privacy Scanner to secure your privacy on social media. Its enhanced Folder Shield feature
keeps your valuable files safe from ransomware by allowing only authorized applications to
have access to protected folders, whether stored locally or synced online. It also provides
Pay Guard, a protected web browser, that adds an extra layer of protection when banking or
shopping online. And its Advanced Artificial Intelligence capability, which can stop unknown
threats in their tracks, works with other key, layered technologies to provide the best and
deepest security in the industry.

With 30+ years of internet security leadership, Trend Micro keeps millions of
AVA users safe from harm. As attested by AV-TEST, one of the world’s premium

TEST security software testing labs, the product is one of the best on the market.
av-test.org At the beginning of 2019, Trend Micro Internet Security Received a Best
AWARD Protection Award for the whole of 2018. (See AV-TEST Awards 2018 Go To
e Trend Micro.) Indeed, working hard to protect its users from harm, Trend
Micro’s Smart Protection technology blocks more than 250 million threats

e every day.

The Trend Micro™ Security Family

The family of Trend Micro™ Security products includes the following:

e  Trend Micro™ Antivirus+ Security. Our entry-level product keeps you safe online while
you work and play. Antivirus+ Security alerts you to dangerous ransomware threats in
web searches and emails. Also, it gives you simple screens and clear, easy-to-understand
security status reports. You can protect 1 Windows® PC.

e  Trend Micro™ Internet Security. Our mid-range product provides advanced online
protection for up to 3 Windows® PCs. It keeps you safe online while you socialize,
browse, work, and play. It also helps safeguard your privacy on social networks. Internet
Security alerts you to dangerous ransomware and other threats in web searches and
emails. Parental controls are included to help keep children safe online.

e Trend Micro™ Maximum Security. Our high-end product provides comprehensive,
multiple device protection so you can enjoy your digital life safely. It keeps you safe
while you socialize, browse, work, and play online. It safeguards against viruses and
ransomware, dangerous websites, and identity theft. It also helps you secure your
privacy on social networks. You can use Maximum Security to keep kids safe online and


https://www.av-test.org/en/news/av-test-awards-2018-go-to-trend-micro/
https://www.av-test.org/en/news/av-test-awards-2018-go-to-trend-micro/
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protect your passwords. Additionally, you have the flexibility to protect 5 to 10 devices,
depending on your subscription — for any combination of PC, Mac, or mobile.

Trend Micro™ Antivirus for Mac. Industry experts know that Macs are no longer
immune to viruses and other Internet threats. As a Mac user, you need privacy
protection when shopping, banking and socializing online. Antivirus for Mac® provides
online privacy and protection so you can enjoy your digital life safely. It shields you from
Internet threats, dangerous websites, and phishing that can lead to identity theft. It also
helps you guard your privacy on Facebook, Twitter, and LinkedIn.

Trend Micro Security: Comprehensive Protection

Trend Micro Security is equipped with special protection features and is bundled with
companion products to address specific needs:

New or Updated Features

Fraud Buster. Scam webmail that contains no malicious URLs or attachments, but which
is nonetheless dangerous, is undetected by traditional email security technology. Trend
Micro's Fraud Buster for Gmail and Outlook Webmail is developed to deal with this type
of scam. It utilizes Al to identify the topic and to understand the intention of the scam
email and warns you against it upon discovery. You can then delete it with confidence.

Trend Micro Security for Microsoft Edge. Trend Micro’s Toolbar, which provides Web
Threat Protection on websites and in search results, is now available for the Microsoft
Edge browser. With additional protection against annoying or malicious advertising, as
well as password protection with Password Manager, Microsoft Edge is now included in
the browser family of protection of Google Chrome, Mozilla Firefox, and Internet
Explorer.

PC Health Checkup — Now with enhanced Potentially Incompatible Program (PIP)
detection, Trend Micro Security provides additional performance optimization for your
PC. Powered by Trend Micro’s Platinum technology, you can check for PIPs, security
vulnerabilities, and clean up unneeded files to boost your performance.

Pay Guard. Trend Micro Security’s protected web browser adds an extra layer of
protection when you’re banking or shopping online with Chrome, Firefox, or Internet
Explorer. You can now launch Pay Guard directly from the Trend Micro Toolbar, so its
powerful protection features are more easily applied to your default browser
automatically, protecting all the data in your financial transactions, including credit card
information and personal data.

Gamer-Friendly Mute Mode. Mute Mote lets you temporarily stop non-critical
notifications while you’re gaming or doing an important task, so you’re not distracted.
Game compatibility has been enhanced, as well as auto-enablement, and you can now
set a specific time-limited for Mute Mode, which will automatically turn off when the
time interval has expired.
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Highlights

Coin-mining Malware Protection. Trend Micro Security can protect you against the
latest coin-mining malware, which can hijack your computer’s resources to secretly
mine cryptocurrencies.

Fileless Malware Protection. Trend Micro Security provides improved protection against
fileless malware infections from spam campaigns or malicious websites, which can alter
the Windows Registry and execute in Windows PowerShell, delivering malicious
payloads that execute within memory.

Tech Support and Phishing Scams. Protects against automated online scams that alert
you with phony warnings in emails or when browsing to fake infections, or prompt you
to call fraudulent tech support hotlines for purposes of hijacking your computer, to steal
your identity data or your money.

Enhanced Folder Shield. Enhances Trend Micro Security’s ransomware protection by
extending it to every user account on your computer. Protects your key documents from
modification by malware or encryption by ransomware. You can customize which
folders and files are protected and can include folders synced to Microsoft OneDrive,
Google Drive, or Dropbox.

Network Scan. You can now scan your network to detect unprotected devices, to alert
you where you should install the unused seats in your multi-device license, to protect
other members of your family.

Artificial Intelligence. It’s all about making the unknown known. With its evolutionary,
hybrid blend of the latest threat protection techniques and infused machine learning,

Trend Micro’s artificial intelligence capability, active in Trend Micro Security, is always
adapting to identify and defeat new ransomware and other unknown threats.

Trend Micro Troubleshooting Tool. Our enhanced Troubleshooting Tool makes it quick
and easy for Trend Micro Support Professionals to make repairs and fix problems.

Privacy Protection and Social Networking Security

Privacy Protection for Facebook, Twitter, and LinkedIn. Trend Micro Security features
an easy-to-use Privacy Scanner for social media, which identifies privacy settings that
may leave your personal information publicly available and vulnerable to identity theft.
Facebook applications are also scanned and the user warned if the app is posting with
too wide of an audience.

Privacy Protection for Browsers. Privacy Protection is provided for leading PC browsers.
A simple scan of Google Chrome, Internet Explorer, or Mozilla Firefox helps increase
your privacy when browsing the web.

Facebook Application Privacy Scanner. Scans Facebook applications used and warns if
the app is posting to your wall with too wide of an audience (Public).

Social Networking Security (SNS) Protection. Trend Micro Security provides protection
from threats you may encounter from malicious links in Facebook, Twitter, MySpace,
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LinkedIn, Pinterest, Mixi, and Sina Weibo—the broadest and most effective SNS
protection available on the market for consumers today.

Clear Warning. Our SNS proactively warns you when a link is bad by highlighting it in
red. When it’s a safe link, it’s highlighted in green. You can also mouse over a link to get
real-time details about its safety from our Web Threat Protection servers.

Warn a Friend. Trend Micro Security even allows you to easily and quickly inform your
Facebook friends when it identifies a malicious link, so they can delete it from their
Facebook page.

Family Protection

Parental Controls let you restrict your kids’ usage of the Internet and prevent them
from visiting inappropriate websites, now including blogs/web communications and
protection from illegal drugs. Enhanced functions include program restrictions, which
can be set by schedule; safe search filtering, which helps prevent adult content from
appearing in search results; and blocking of untested websites, to increase security
when browsing.

Data Theft Prevention

Data Theft Prevention (DTP). DTP lets you stop specific data, such as email accounts or
credit card numbers, from being shared in Outlook outward-bound email or online
forms.

Secure Erase lets you overwrite and delete data from your disk, so it can’t be recovered.

Vault lets you encrypt data on your hard drive and remotely lock it up if your laptop is
lost or stolen; when the device is found you can then unlock that data.

Trend Micro™ Password Manager helps you securely store all your passwords and
sensitive information, so you can access them when needed on PCs, Macs, and Android
and iOS mobile phones and tablets. It’s automatically installed with Trend Micro
Maximum Security, so you can get started easily, or you can purchase it separately.

Other Highlights

Smart Scheduled Scan — Trend Micro Security provides a Smart Scheduled Scan. Based
on recent computer usage, the most suitable scan will start automatically at an
appropriate time.

Screen Reader — Screen Reader support is now available for visually-impaired users.

Intensive Scan Switch — Automatically increases the protection level only when you
need it — for intensive scans when your computer is infected.

Search Results Rating — When you conduct a search on the internet the search results
give you a list of URLs, proactively highlighted.

Manual URL/Link Scanner — As with SNS, when you hover your mouse over a link in
search results, the manual link scanner rates the safety and reputation of any links on
the web page.
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o  Mobile Security for Android and iOS — Trend Micro Maximum Security includes Trend
Micro Mobile Security for Android and iOS, for protection of your mobile devices.

e  Windows 10 compatibility — Trend Micro Security is fully compatible with Microsoft’s
Windows 10 operating system, with backwards compatibility with Windows 8.1 and 7.
See System Requirements for details.

Clean User Interface

e Easy to Use. Trend Micro Security provides a clean interface design. Both easy-to-use
and powerful, the Trend Micro Security Console provides all the tools you need at the
touch of mouse or a tap of a finger to easily configure your solution to meet your
security needs. Conduct scans and obtain reports that let you know just how Trend

Micro Security is protecting you.
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Key Features of Trend Micro Security
Table 1. Trend Micro Security 2020 - Key Features

TREND MICRO SECURITY 2020 —

GLv1.0

Trend Micro = Trend Micro = Trend Micro Trend Micro
Key|Features Antivirus for | Antivirus+ Internet Maximum
Mac Security Security Security
. . 1 user 1 user 3 users 5/ 10 users
Heensing Mac only PC only PC & Mac P%IZI;;&
$39.95/yr $39.95/yr $79.95/yr 5-$89.95/yr
Pricing
10 - $99.95/yr
Virus and Spyware Protection v v v v
Rootkit Detection and Removal v v v
Web Threat Protection v v v v
Anti-Spam v v v v
Anti-Phishing v v v v
Ransomware Protection v v v v
Al / Machine Learning v v v v
/S-\:at:;rx;::‘ive-level Protection v v v
Authenticate Wi-Fi Networks v v v
and Hotspots
Windows Firewall Booster v v v
Block Malicious Links in Email v v v v
Search Results Ratings v v v v
Gamer-Friendly Mute Mode v v v
Social Networking Protection v v v v
Smart Schedule Scan v v
Privacy Scanner:
Facebook, Twitter, LinkedIn;
Facebook Applications v v v
Internet Explorer, Google
Chrome, Mozilla Firefox
Folder Shield 4 v v
Fraud Buster v v
Pay Guard v v
Data Theft Prevention v v

10
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Table 2. Trend Micro Security 2020 — Key Features (Continued)

TREND MICRO SECURITY 2020 —

GLv1.0

Trend Micro Trend Micro Trend Micro Trend Micro
Key Features Antivirus for Antivirus+ Internet Maximum
Mac Security Security Security
Secure Erase v v
PC Health Checkup v v
Vault with Remote File Lock v
Password Manager with v
Integrated Installer / Activation
Parental Controls v v v
Android v
ioS v
MacOSs v v
*Trend Micro Maximum Security provides seats for Windows, MacOS, Android, and iOS
System Requirements
Table 3. Trend Micro Antivirus+, Internet, and Maximum Security 2020

Operating System ‘ CPU ‘ Memory Disk Space
Windows® 10, (32 or 64-bit) | 1 GHz 2 GB (32-bit) 1.3GB

2 GB (64-bit) 1.5 GB recommended
Windows® 8.1 (32 or 64-bit) | 1 GHz 1 GB (32-bit)

2 GB (64-bit)
Windows® 7 Service Pack 1 800MHz (1GHz 1 GB (32-bit)
(32 or 64-bit) recommended) 2 GB (64-bit)

Other Requirements
Web browser Google Chrome™ - 74/75

Modzilla Firefox® - 67/68
Microsoft® Internet Explorer® 11.0

Microsoft Edge - Latest Version

Display High-color display with a resolution of 800x600 pixels or above

¢®) TREND



Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

Table 4. Trend Micro Antivirus 2020 (v10) for Mac

Operating System Disk Space

Mac 0S® X version 10.14 or Apple Macintosh computer
higher (Mojave) with an Intel® Core™
Processor

Mac 0S® X version 10.13 or
higher (High Sierra)

Other Requirements

Web Browser Apple® Safari® 11.0 or higher

Mozilla® Firefox® latest and most recent previous versions

Google Chrome™ latest and most recent previous versions

Table 5. Password Manager 5.0 (WIN, MAC) /5.1 (Android, iOS)

Operating System (Windows) Disk Space

Windows 10 (32bit and 64bit) 1 GHz or faster 2 GB or more 300+ MB
processor

Windows 8.0, 8.1 (32bit and 64bit)

Windows 7 Service Pack 1 or above
(32bit and 64bit)

Web Browser Microsoft Internet Explorer 11.0

Microsoft Edge (via Trend Micro Security for Edge) —
the latest 2 versions

Mozilla Firefox — the latest 2 versions

Google Chrome - the latest 2 versions

Operating System (Mac OS) Disk Space
Mac OS X 10.14 (Mojave) Intel Core 2 Duo | 2 GB or more 300+ MB
. . 2.0 GHz or faster
Mac OS X 10.13 (High Sierra)
processor
Web Browser Safari 12.0 or higher

Mozilla Firefox — the latest 2 versions

Google Chrome - the latest 2 versions

Mobile Operating System Devices

Android 5.1-9.0 Android Smartphones App, Tablets App

i0S 11-12.3 iOS iPhones, iPads, iPods

) TREND,
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Table 6. Trend Micro Mobile Security 11.0 for Android

Requirements ‘ Description

Operating Systems Android OS 4.1 or later

Device Space 50MB minimum

Memory 40MB-100MB Android (varies by device)
Other 3G/4G (LTE) | Wi-Fi Internet Connection

Table 7. Mobile Security 8.0 for iOS

Requirements Description
iOS 10.0 or later. 64-bit device required for latest version.
Device Space Global / EMEA / APAC: 50MB minimum
Supported iOS Devices iPad® Air 1, Air 2, Mini 2, Mini 3, Mini 4, iPad® Pro, iPod® Touch 6
Other 3G/4G (LTE) | Wi-Fi Internet Connection

Internet Connection, USB Installation

Trend Micro Security needs an Internet connection for you to register online, download
installs and updates, obtain virus information, send email to support, and browse the Trend
Micro web site. While online, Trend Micro Security also takes advantage of the Smart
Protection Network’s reputation systems in combination with Smart Scan to help obtain the
reputation of files. See Section 6: Trend Micro Security and the Smart Protection Network for
more details on the SPN and how users are still protected offline.

Note: Tend Micro may be transferred to another computer and installed from a USB thumb
drive without any issues.

Target Audience

The target audiences for the Trend Micro Security products are mainstream consumers and
home/small offices with 10 users or less who need effective protection against viruses,
spyware, and other malware that doesn’t impact their system’s memory consumption and
other resources.

Global Availability

September 10, 2019
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Contacting Trend Micro

Trend Micro Incorporated

225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone: +1 (817) 569-8900

Toll-free: (888) 762-8763
www.trendmicro.com

Consumer Support Line

(800) 864-6027
Monday - Friday, 5:00AM - 8:00PM Pacific

Free Phone, Email and Chat support

Trend Micro offers free phone, email, and chat support. For more info, contact eSupport at:
http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en US

You can also contact the Trend Community at: http://community.trendmicro.com/

Premium Support Services

Trend Micro provides users with Premium Support Services for a wide variety of technical
issues including installation, virus and spyware removal, PC Tune-ups, etc. These services are
offered as a bundle with a purchase of Trend Micro Security or as stand-alone and ad-hoc
services. For more information, select Premium Services in the Trend Micro Security
Console > ID drop-down menu, or go to:

http://www.trendmicro.com/us/home/products/support-services/index.html

14

J
==
-A
om
22
O


http://www.trendmicro.com/
http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en_US
http://community.trendmicro.com/
http://www.trendmicro.com/us/home/products/support-services/index.html

Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

Chapter 2: Installing and Activating Trend Micro
Security

Trend Micro™ Security has separate installs for each version of the product:
e Trend Micro™ Antivirus+ Security

e Trend Micro™ Internet Security

e Trend Micro™ Maximum Security

e Trend Micro™ Antivirus for Mac™

(See our separate Product Guide for instructions to install and use Trend Micro™ Antivirus
for Mac™.)

In the following example we install Trend Micro Maximum Security on Microsoft Windows
10, but each version of Trend Micro Security has a nearly identical installation and activation
process on the various versions of Windows.

Install Trend Micro Security

To install Trend Micro Security on Windows 10 using a Download:

1. Go to https://www.trendmicro.com/en us/forHome.html to download Trend Micro
Security 2020. The main page For Home appears.

A)TREND o > [T D wr somaon @

Products FreeTools  loT Security  Intelligence  Support  Store  Renew Q

Fileless Threats Have
Nowhere to Hide

Eliminate hidden dangers that elude most
solutions

Learn more

Figure 1. Trend Micro For Home
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Paid Version:

1.

2.

@IREEE =ome & Home Office Store

Products s+ Compere  Renew  Support

Maximum Savings

Trend Micro™ Maximum Security offers protection
for multiple devices against ransomware and other

online threats,

Only $45.95 Save $40!
LEARN MORE »»

€ v accounr

Maximum Security

Internet Security

Antivirus+ Security

Comprenensive threat protection

$49.95" 27

5 Devices /1 Year

Learn more =

Agvanced protection for your PC

Learn more >

Essential PC protection

1PC 1 Year

Buy

Learn more =

@ Endless protection program

Figure 2. Buy Now

Trial Version:

1.

16

If you want to install a Trial version, click the Download > Free Tools drop-down menu

6 30 day money back guarantee

GLv1.0

If you want to buy Trend Micro Security, choose Buy > Home Office Online Store in the
upper right-hand corner menu on the Trend Micro For Home webpage. The Home &
Home Office Store appears.

Select an edition that works for you and click Buy Now, then follow the directions to
complete your purchase.

in the upper right-hand corner of the For Home webpage. The Free Tools page appears.
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B)IREND  ouaness > Y ) wn oowmiosa @) toan

Products FreeTools loT Security Intelligence  Support Store  Renew Q

You Deserve
Maximum Security

Defend against worsening online threats with adaptive
new machine learning technology

Figure 3. Free Tools
2. Scroll to the edition of Trend Micro Security you wish to download and click the icon.

3 () Products  FreeTools  loT Security  Intelligence  Support  Store  Renew Q

Products

heas posecion ! @ ooy

M H i

4 o —
< Maximum Security Antivirus for Mac e Security for >
Android and i0OS
5 ; HouseCal

Free diagnostic and (o)

security tools

Ransomware removal
Figure 4. Trial Download Button

3.  When the page loads, scroll down again to the edition you wish to try and click the Free
Trial button. A popup window appears asking “Why try when you can buy?”

17
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Our complete protection for all the ways you
connect

Continue to free tria

Figure 5. Continue to Free Trial

4. Click Continue to Free Trial. You're taken to the eSupport webpage, where you can
download the Trial.

@TREND Home and Home Office Support

Home  FAQs. Downloads & Videos  Product Support v

> download, install and activate the trial version of the following Trend Micro Security software:

Security

 Maximum Security
o Premium Security

« Antivirus for Mac

Choose below whether you are using a Windows PC or a Mac:

Ta install the trial version of Trend Micro Security software, follow the steps below:

1. Before installing the Trend Micro $ ftware, make sure that:

o Your computer meets th

Requirement
o No Conflicting Software s installed in your computer.

2. Download the installer file below:

Figure 6. Install Trial Version

5. In this example, click the arrow For Windows ™ PC, then the Maximum Security button.
A Save As dialog window appears.

18
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*

€~ 1 &> TPC » Downiosds Vo

Fie narme: | TTi220 HE Ful e

Soveas type: | Appheation

| A Hide Folders

Figure 7. Save As

6. Navigate to the Downloads folder where you’ll put the downloader and click Save. The
Downloader execution file downloads and displays at the bottom of your browser
(Chrome sample below).

B 120 HEFullee A~ Showall | X

Figure 8. Downloader Exe (Chrome)

7. Double-click the Downloader exe file. Trend Micro Security finishes the file download
and a Windows User Account Control pop-up dialog appears, asking if you want to allow
the app to make changes to your computer.

User Account Control X

Do you want to allow this app to make
changes to your device?

%, Trend Micro Installer

Verified publisher: Trend Micra, Inc.
File origin: Hard drive on this computer

Show more details

E

Figure 9. User Account Control

8. Click Yes. The installation begins, extracts the installer files, and gives you a progress
screen.

Trend Micro Maximum Security

i Please walt a few moments for the installation program fo extract the
w files needed for installing Trend Micro Maximum Security on this
computer.

Unpacking the compressed files... (30% complete)

%) 1ene Gance
Figure 10. Unpacking Files

9. Trend Micro Security will then do a System Check, to see if your computer meets the
minimum system requirements and will conduct a quick malware scan.

D 19
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Trend Micro Maximum Security

Checking the Computer

) Tmene

Figure 11. Checking the Computer

10. When the process completes, a Serial Number screen appears asking you to Choose
Your Version.

Trend Micro Maximum Security

Choose Your Version
erial Number "

O
®

Type your seria er. I you do nat have a serial number, you can buy a new sne
x select the trial vers

*) Paid version
Serisl number

Trial version

M H]

Figure 12. Choose Your Version > Paid

11. If you're installing a Paid version, enter the serial number provided by Trend Micro in
your retail box or confirmation email, then click Next.

- X

lop

Paid version

Figure 13. Choose Your Version > Trial

12. If you're installing a Trial version, click the Trial version button, then click Next.

13. In each case, the Data Disclosure Notice appears.

M
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14.

15.
16.

17.
18.

19.

GLv1.0

Trend Micro Maximum Security

Privacy and Personal Data Collection Disclosure

000

Figure 14. Data Disclosure Notice

Read the Data Disclosure Notice to know what kind of feedback and detection data will
be collected by Trend Micro, then click Next. The License Agreement appears.

Trend Micro Maximum Security

0000

[ s [

Figure 15. License Agreement

Trend Micro Security chooses a default location for the installation. You can change this
by clicking the Location link and browsing to another location. (Trend Micro
recommends you use the default.)

If you wish, click the Language link to stop the software from automatically adjusting to
the language of your operating system, then pick the language you want the software to
display.

Note too that Password Manager is installed automatically with Trend Micro Maximum
Security. Uncheck the checkbox if you don’t wish to also install Password Manager.

Read the License Agreement using the scrollbar. If you agree with the License
Agreement, click Agree and Install. (Click Print this page to print it out.)

Trend Micro Security begins the installation. This takes a few minutes. A progress
indicator indicates the stages and progress of the install.

21
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Trend Micro Maximum Security

Installing.. 62%

Bank and Shop Online

with Confidence
Poy Gomwe ecps yous nancial and i
information safe when you shop and bank
-4

Figure 16. Progress Indicator

Trial Version

1. Ifyou'veinstalled a Trial version, when the installation is complete a screen appears,
saying Installation Completed.

Trend Micro Masimumn Security x

© @
@ oas
® een Installation Completed

are now protects you.

e latest news and offers from Trend Micro, please provide your ema

(Optienal

% 1REne
e |

Figure 17. Installation Completed (Trial Version)

2. Toreceive the latest news and offers from Trend Micro, enter your email address and
click Finish. This completes your installation. Trend Micro Security automatically
updates its components.

3. The Trend Micro Security Welcome screen appears, suggesting you Protect Yourself
from Ransomware by setting up Folder Shield. Skip to the following section Set Up
Folder Shield to learn how to do this.

Paid Version

1. Ifyou've installed a Paid version, when the installation is complete, a screen appears
saying Installation Completed.

: f®) TREND
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2.

3.

4.

®) TREN

Trend Micro Maximum Security X

: ©

Figure 18. Installation Complete (Paid Version)

GLv1.0

Click Finish. A screen appears, asking if you wish to Receive Monthly Email Reports.

Trend Micro Maximum Security -

Receive Monthly Email Reports

Trend Micro can send you a monthly email report to help you stay on top of your security status

Do you want to receive monthly security reports?

%) Trene Bl -

Figure 19. Receive Monthly Email Reports

Click Yes if you wish. The wizard then asks you to Activate Your Protection.

Trend Miero Maximum Security x

Activate Your Protection

Activating your software will take just a few moments. Enter your email address below to get started,
If you have activated Trend Micro software before, please provide the email address you used last time.

Email address

Why do you need to activate?

(9 Trene [ o |

Figure 20. Activate Your Protection

You now have two options for the email address:

™

D
0
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e Use an existing Trend Micro Account. Provide the email address for this account.

e Create a new Trend Micro Account. Provide a preferred email address.

Use an Existing Trend Micro account:

1. If you have activated Trend Micro software before, simply enter the email address you
used to create your account and click Next. The Sign In screen appears.

Trend Micro Maximum Security Create count | x

) 1mene =3
Figure 21. Sign In

2. Enter the Password for your Trend Micro account and click Next. A screen appears for
you to name the computer.

Trend Micro Maximum Security x

@0

Naming the computer can help you keep track of where you have installed the software.

WANTOUM:PC TS ThAS]

Wandering why this computar needs a name?

EET =n

Figure 22. Computer Name

3. To help track your subscription, use the name of your computer as it is automatically
entered, or enter a “friendlier” name to best identify it and click Next.

24
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Thanks for activating
to download the late

and setting up your [ . Please use it
anage your subscription

Trend Micro Maximum Security Jnited States

B

Figure 23. Protection Activated

GLv1.0

Your Protection is Activated and the installation is complete. Click Finish to close the

dialog.

Create a New Trend Micro account:

1.

If you have not activated Trend Micro software before, enter your preferred email
address and click Next. A screen appears, asking you to Enter Account Information.

Trend Micro Maximum Security Signin

©)

Enter Account Information

X

You need to set up an account to activate this program by providing all of the information requested
below.

Email address Salutation
Password First name
Confirm password Last name
Computer name Phone number
Locatian

United States -

I nave read and agree to the Trend Micro Privacy Statement

Receive the atest news and ofers rom Trend Micro

[V} Mr. -

Figure 24. Enter Account Information

Enter your account information. For the password, use only simple letters and numbers,
but not less than 8 characters. For the computer name, use the name of your computer

that’s automatically entered, or enter a new name to identify it.

Read the Trend Micro Privacy Statement. If you agree, check | have read and agree to

the Trend Micro Privacy Statement.

You may retain or remove the check to Receive the latest news and offers from Trend

Micro and click Next. A screen appears for you to Check What You Entered.
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26

Trend Micro Maximum Security

©16)

Check What You Entered

Software
Trend Micro Maximum Security
Email address

Password

Computer name

Location
United States

Receive the latest news and offers from Trend Micro

3 1rEND

If you want to edit the information below, dlick the Back button

salutation

First Name

Last Name

Phone

Figure 25. Check What You Entered

GLv1.0

If your entries are accurate, click Next. A dialog indicates Protection Activated. You may

print this page.

Trend Micro Maximum Security

@O

Protection Activated

Software
Trend Micro Maximum Security

Expiration date
7/25/2018

Name

Computer name

%) TrRene

Location
United States

Email address

Thanks for activating your Trend Micro software and setting up your Trend Micro Account . Please use it
to download the latest software fram Trend Micro and manage your subscription.

ol Print this page

Figure 26. Protection Activated

Once your protection is activated, Trend Micro Security pops up a window, asking if you
wish to receive monthly email reports.
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Trend Micro Maximum Security -

Receive Monthly Email Reports

Trend Micro can send you a monthly email report to help you stay on top of your security status

Do you want to receive monthly security reports?

3 Trene Bl - |

Figure 27. Receive Monthly Email Reports

7. Click Yes if you wish to receive monthly security reports. A window with your
Subscription Information appears.

Trend Micro Maximum Security ? x

Subscription Information

oftwcare
Trend Micro Maximum Security

Protection Remaining 366
days

Edit subscription information

3 mmene S

Figure 28. Subscription Information
8. Click Close to close the Subscription Information window.

9. InTrend Micro Internet or Maximum Security, a Welcome screen appears, offering to
Secure and Enhance Your Mobile Life. (This also should occur the first time you
manually open the Console.)
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Welcome to Trend Micro Maximum Security

X

Secure and Enhance Your Mobile Life

Trend Micro Mobile Security protects your Android and i0S devices against loss, dataleft, and online
threats,

Step 2: Follow the instruction on How to activate Trend Micro Mokile
Security ta finish the activation.

Do not show this again

13 TREND close

Figure 29. Secure and Enhance Your Mobile Life

10. In this widow, you can scan the QR Code from your mobile device, then follow the
instructions to install and activate Trend Micro Mobile Security on the device.

11. Close the window, and the Trend Micro Security Console appears.

TRENDP.NCRO o @+ @~ -
@MammumSecur\ty Breecback @~ @ %

o ® & &

Device Privacy Data Family

SCAN | ~
& ©

@ Protected

Latest protection update: 7/26/2019

@) Protect Another Device Expires on 8

Figure 30. Trend Micro Security Console

12. Close the Trend Micro Security Console by clicking the X in the upper-righthand corner
of the screen.

Set Up Folder Shield

1. Trend Micro strongly urges you to set up Folder Shield right after you’ve installed Trend
Micro Security, to protect yourself from ransomware. The default setting is quick and
easy to enable.

28

4
==
-
om
22
O



Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

Scan Now
Check for Program Updates

¥ Protection Against Viruses & Spyware
Start Mute Mode
Trend Micro Account

Check Subscription
Trend Micro Troubleshooting Tool

Figure 31. Open the Main Console

2. Click Open the Main Console in the Trend Micro Security menu in the System Tray, or
double-click the Trend Micro Security shortcut on the desktop. The Trend Micro
Security Console appears, with the Welcome screen in front of it.

TREND MICRO @®- _
l @MaximumSecumt\/ @@ X I

Welcome to Trend Micro Maximum Security X

Protect Yourself from Ransomware

Folder Shield helps prevent ransomware from maliciously encrypting your files and holding them hostage
until you pay the attacker. Setup Forder Shield to select which folders you want to protect.

Do not show this again

@ TREND Setup Folder Shield Close

Figure 32. Trend Micro Security Welcome Screen

3. Check Do not show this again if you wish, then click Set Up Folder Shield. The Folder
Shield Introduction screen appears, explaining what ransomware is and how Folder
Shield works to protect you.

) WREND: §
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Folder Shield Q)
- Introduction

Yo
yo
extr

What is ransomware?

in the prot

1 or prevent you from opening important

Do not show this introduction again

i
Figure 33. Folder Shield Introduction

4. Read the introduction. Check Do not show this introduction again if you wish, then click
Ok to close the window. The Folder Shield configuration window appears, letting you
choose the folders you want to protect.

Folder Shield ® | - %

Choose Folders You Want to Protect

[ —

9

Protected folders:

C:\Users\John Doe\Documents

Jif
C ohn Doe\OneDrive i
C:\Users\John Doe\Pictures i
(@ Protect More
[¥] Protect all connected USB drives
e Bl -

Figure 34. Choose a Folder You Want to Protect

5. The default Protected Folders are shown in the window, along with protection for all
connected USB drives by default. Click Protect More if you wish to add folders to
protect. A window appears, allowing you to Choose Folders to Protect.

30
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Folder Shield

Choose Folders to Protect

Select the folders that contain files you want to protect. Learn more
(/] F3 OneDrive

v B

| Pictures
[ Saved Games
[7] Searches
= [ | [ Videos
2] T Public

[£1 Windows10Upgrade

L

@ |- X

— |

Figure 35. Add Videos

GLv1.0

In this example, we’ll scroll down and add Videos to the folders protected by Folder
Shield by checking its checkbox and clicking OK. The Videos folder now appears in the

Protected Folders list.

Folder Shield @[ =%
Choose Folders You Want to Protect
[
-
Protected folders:
CAUsers\ohn Doe\Documents o
C:\Users\John Doe\OneDrive i
C:\Users\John Doe\Pictures i
C:\Users\John Doe\Videos i
(@ Protect More
[ Protect all connected USB drives
o N -

Figure 36. Videos Added to Protected Folders

Click Next to proceed. The Folder Shield window indicates Your Folder Shield

Protection is On.
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Folder Shield @ - X

Your Folder Shield Protection is ON

the files within the selected folders are now protected by Folder Shield

-

J

NEY [ oone |
|-

Figure 37. Setup Complete

8. Click Done to close the window. Folder Shield is now activated and your protected
folders are now shielded from malicious changes by any programs that are not in Trend
Micro’s list of known good programs, such as ransomware.

Enable Trend Micro Security Toolbar

Once you’ve installed Trend Micro Security, you should enable the Trend Micro Security
Toolbar in your browser of choice to protect yourself against web threats.

There are two versions of the Toolbar:
e  Trend Micro Security for Microsoft Edge
e Trend Micro Toolbar for Chrome, Firefox, and Internet Explorer

See the sections following to install and enable one or both of the two options.

Enable Trend Micro Security for Microsoft Edge

The default browser in Microsoft Windows 10 is Microsoft Edge. Once you’ve installed Trend
Micro Security, you should enable Trend Micro Security for Microsoft Edge to improve your
browsing protection. It provides Web Threat Protection, Ad Blocking, and Password
Manager in the following configurations:

e Trend Micro Antivirus+ and Internet Security: Password Manager supports 5 pass
cards.

e  Maximum Security: Password Manager supports unlimited pass cards.

1. When Microsoft Edge is active as your default browser, when you first launch it after
your installation of Trend Micro Security, you will be prompted to install Trend Micro
Security for Microsoft Edge, to Safeguard Your Browser.
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Antivirus+ @ X
(! ) safeguard Your Browser

Please install Trend Micro Security that can protect Edge
to avoid web threats and secure your passwaords.

Do not show this again
e =]

Figure 38. Safeguard Your Browser (Edge)

2. Click Install in the popup. Trend Micro Security will launch the Microsoft Store and take
you to directly to the extension Trend Micro Security for Microsoft Edge.

3. If for any reason, the Safeguard Your Browser popup doesn’t appear, simply click the
Microsoft Store icon in your Taskbar.

B Microsoft Store

Figure 39. Microsoft Store Icon in Taskbar

4. When the Microsoft Store opens, click Edge Extensions and locate/search for Trend
Micro Security.

Microsoft Store =G

& Home Apps Games Devices Movies&TV Edge Extensions Pseach WcCat K L1

Extensions for Microsoft Edge

Boost the power of your browser. Get these handy extensions specially designed for Microsoft
Edge.

Newest snowaio

S—_—
C D
] v C
L-‘ 2
Keep Notebook Web Quick Notion Trend Micro Security Night Eye QR Co
docs.microsoft.com...  Clipper wrw e 2 PUSGS RS  Poetsds Micros

Figure 40. Edge Extensions > Trend Micro Security

5. Click Trend Micro Security in the Edge Extensions screen. The Trend Micro Security
Installer panel appears.
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Myrosoft Store = B X

« More v Psearch Wcat K,

Trend Micro Security
Trend Micro Inc. + Security > PC protection

ArEEE 1 Share

Home  App
Trend Micro Security for Microsoft Edge makes browsing safer and
more enjoyable. Our innovative cloud based security provides an
extra layer of advanced protection against modern web threats

More

r EVERVONE Free
ESRB Get

Add to cart

 for Microsoft Edge

Figure 41. Trend Micro Security for Microsoft Edge
6. Click Get to get the app. Trend Micro Security for Microsoft Edge downloads and

installs.
Wirosoh e N
Home Apps Game Dsearch Weat @ -

Trend Micro Security
Trend Micro Inc. + Securlty > PC protection

*EKEKK 1D Share

Trend Micro Security for Microsoft Edge makes browsing safer and

v more enjoyable. Our innovative cloud based security provides an
extra layer of advanced protection against modern web threats

B EVERYONE Free
Esne
Get

Figure 42. Launch Trend Micro Security

7. When the app is installed, click Launch. A popup appears in Edge to let you activate it.
SR R R
= oLoe -
E Trend Micro Security just got added

and it can...

« Read and change content on websites you
visit

* See the websites you visit

+ Store personal browsing data on your device
More

[ Altow far inPrivate browsing

Figure 43. Turn it on

8. Check “Allow for InPrivate browsing,” then click Turn it on. A tab appears in Edge,
inviting you to Start Your Protection, also showing the Trend Micro Security for Edge
Menu icon in the upper right-hand corner of your browser.
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®a & £ e

o @

) Security

Start Your Protection

Check out the following features by clicking the Trend Micro Security icon in the
upper-right comer of your browser.

O

Figure 44. Start Your Protection

9. Click the TMS for Edge icon to show the drop-down menu.

x [

- 6 X
SS— W — * L8 g
A Secirity
[y et TestPotction
E® o pae
Start Your Protection .
R oo i
Check out the following features by clicking the Trend Micro Security icon in the @ Password Manager
upper-right comer of your browser. ¢ at usi

\J/

Figure 45. Trend Micro Security for Edge Drop-Down Menu

10. Here, you see the extension provides Web Threat Protection, Ad Block, and Password
Manager. You need to sign into your Trend Micro Account to save your passwords. Click
the Password Manager panel to begin signing in. The Sign In screen appears.
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X

kLB %

TmENoMCRY
@ Security
< Password Manager

.

[T T p—
i

3 «

Sign inte Your Trend Micro Account

Email address

Forgot your password?

Figure 46. Sign Into Your Trend Micro Account
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11. Enter the same email address and password you used to create your account, and click
Sign In. You’re invited to Create Master Password to begin using Password Manager.

*oE LB o

P
@ Security
< Password Manager a

Sign out

.

[T T —
5 i

3 «

Welcome to Password Manager
Password Manager allowrs you to securely store all your
passwords in one convenient location and automatically

sign info websites_ To start using this service, please
create a master password 1o protect your data

Create Master Password

Figure 47. Create Master Password (1)

12. Click Create Master Password and the entry screen appears.
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ok L& %

EomcRg
@ Security :
¢ Create Master Password [ @)

Sign out

Viaster password

Figure 48. Create Master Password (2)

13. Type a Master Password that’s easy for you to remember, but not for others, confirm it,
then add a hint to help you remember it and click Create Now.

- X
w ok LB % -
TmENEHCRg
QSEcurity :
< Passward Manager [ @)
Sign out

9

No Passwords Saved

Tap Add Now fo save a new password

Add Now

Figure 49. Add Now

14. You can now begin to save passwords. Click Add Now to add new passwords. You're
taken to the Password Manager Management Console login screen.
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() Password Manager

.

Password Manager

15. Enter your Master Password, then follow the steps shown to automatically save
passwords. For Antivirus+ and Internet Security, you can download the Password
Manager client. If you’ve installed Maximum Security, the client has already been
installed for you.

B 2 @

kLB

() Password Manager

Figure 50. Instruction Screen for Password Manager

16. You can also get started right away by simply going to a web account and logging in.
Password Manager will capture your account credentials.

vk L e gy o

@ Saciriy x

Save the password and
automatically sign into this
website next time?

Save Now

Notnow | Mever for this site

Figure 51. Save the password in Password Manager

17. Just click Save Now to save them and the next time you log into the account, Password
Manager will help you log in.
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% Security

E\ Web Threat Protection
_=u Safe page

D Ad Block
ﬂ, No ads blocked on this website
t Password Manager
No available passwords

Figure 52. TMS for Edge Functions

18. As shown above, TMS for Edge also provides Web Threat Protection and Ad Block. If
you attempt to go to a dangerous page, Web Threat Protection will block you.

® = L e e -

® Website Blocked by Trend Micro Antivirus+
Dangerous Page

Threat

e

Figure 53. Web Threat Protection Block

19. Additionally, with Ad Block active, if you go to a page with advertising, the ads will be

blocked.

® | e S

&« O a yahoa com * = L E&
YAHOO! B e

=Mas(17)  News  Finonce  Sports  Polics

=== Web Threat rotection
Listge Mars. E® s
Ad Block
Lok (MG ke o i e
a

4 Mok Scl (,) Pasan
5 Chaae 1 e

Manager

mh :::; Where To Score Chean (And Free!l Eats On National
Figure 54. Ads Blocked

20. Click the Web Threat Protection banner in the drop-down menu to review the Trend
Micro Security 30-day report of pages scanned and blocked.
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e g

. & Security

< Web Threat Protection

9,

Safe page
Trend Micro Security 30-day report

| Pages scanned: 5

Pages blocked: 1

Figure 55. Trend Micro Security 30-day Report

GLv1.0

21. Click Ad Block in the drop-down menu. The drop-down menu pages leftward to let you
Stop or Resume Ad Block by clicking the Stop/Resume Add Block button. You can also

use the slider to turn off the feature.

* ok L8 gy o

TEERONMICRG
@ Security H
< AdBlock [ @]

19

ads blocked on this website

[ Stop Ad Block

Trend Micro Security 30-day report

Ads blocked: 62

Figure 56. Stop Ad Block | Turn Off Trend Micro Security Slider

22. To turn Trend Micro Security for Edge on or off, click the Tools icon, then Extensions in

the Edge drop-down menu to show the extensions installed in Edge.
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PR R
¥ = e o[

5 New window Ctrl+N
New InPrivate window Ctrl+Shift+P
Zoom — 100% +
¥= Favorites Ctrl+|
= Reading list Ctrl+M
% Books Ctrl+Shift+U
|
YO History Ctrl=H
| Downloads Ctrl=)
| Extensions 1
Show in toolbar >
= Print Ctrl=P
£ Find on page Ctrl+F
A) Read aloud Ctrl+Shift+G

-3 Pin this page to the taskbar

More tools >
458 Settings
? Help and feedback >

Figure 57. Edge Tools Menu > Extensions

23. Slide the slider to Off to turn off Trend Micro Security for Microsoft Edge, or to On to

turn it on.
s X
L e %
Extensions =
E Trend Micro Security
@ o
Allowed for InPrivate browsing
Suggested
u Office browser extension Fkkk
Office browser extension puts Free
an icon on the Microsoft Edge...
Get
ﬁ Microsoft Personal dkokok
Shopping Assistant Free
Save time and money when you
shop online with this built-in...
Get
ey Translator for Microsoft ok k
Rl Edge Free

‘With Translator for Microsoft
Edge, you can translate foreig...

Get

Figure 58. Trend Micro Security Extension
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Enable Trend Micro Toolbar for Google Chrome, Mozilla Firefox, Internet Security,
or Pay Guard

Though Microsoft Edge is the default browser in Windows 10, you can change your default
to Internet Explorer (pre-installed in Windows 10), or to Google Chrome or Mozilla Firefox
(you need to install these browsers first).

Once you’ve installed Chrome or Firefox and changed the default, you can then activate
Trend Micro Toolbar in the browser to increase your security when browsing.

The example below uses Google Chrome, but a similar activation process occurs for Mozilla
Firefox or Microsoft Internet Explorer.

To change your default browser:

1. Onceyou’ve installed your alternate browser, you need to select it as your default
browser. To set it, click the Windows 10 Menu icon to open it. The menu appears.

Figure 59. Windows 10 Menu

2. Click Settings icon in the menu. The Windows Settings screen appears.
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3.

4.

Settings

L.

o
<

Q

System

Display, scund, netifications,

power

Network & Internet
Wi-Fi airplane mode, VPN

Accounts

Your accounts, email, syne,

work, family

Ease of Access

Narrator, magnifier, high

contrast

Update & Security
Windows Update, recovery,

backup

Windows Settings

[[Find a setting -]

Devices D Phone

Bluetooth, printers, mouse Link your Androi, iPhone

. B—
z’ Personalization E—  Apps

Background, lock screen, colors B Uninstall defaults, optional
features

ﬁ-‘$ Time & Language @ Gaming
A Speech, region, date Game bar, DVR, broadcasting,
Game Mode

O Cortana El Privacy

Cortana language, permissions, Location, camera
netifications

Figure 60. Settings

Click Apps, then Default apps, then scroll down to locate Web Browser.

Choose an app

D ef Microsoft Edge
=] Recommended for Windows 10

Photo m Default Host Application

Video /C‘ Internet Explorer
E Look for an app in the Store
Web £

E Microsoft Edge

Reset to the Microsoft recommended defaults
Choose default apps by file type
Choose default apps by protocol

Set defaults by app

Choose your default apps

Select which apps to use to listen to music, look at pictures, check mail, watch videos, and more.

Figure 61. Settings > System > Default Apps > Web browser

GLv1.0

Click Microsoft Edge, then scroll down in the popup to your preferred browser; in this

example, we select Google Chrome. A Before you switch popup appears.

|
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Before you switch

Try Microsoft Edge-it's new, it's fast, and it's
built for Windows 10.

Check it out

Switch anyway

Figure 62. Before You Switch

GLv1.0

5. Select Switch anyway. Google Chrome is now shown as the default Web browser.

Default apps
=l

Find a setting R

Maps

Maps

Music player
Groove Music

Photo viewer

E Photos

Video player

B Movies & TV

Web browser

m Google Chrome

Reset.

Reset to the Microsoft recommended defaults

Figure 63. Google Chrome Now the Default Web Browser
6. Click Close (X) to close the Settings > Default apps window.

To enable Trend Micro Toolbar in Chrome

1. Launch your browser of choice (e.g., Internet Explorer, Google Chrome, or Mozilla
Firefox). As before in this example, we double-click Google Chrome. A popup appears,

indicating that Trend Micro Toolbar has been added to Google Chrome.
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[ Teke Chrome everywhere X

C | ® Chrome | chrome;//welcome/?variant=everywhere 3

"Trend Micro Toolbar" added

Ancther program on yeur computer added an extension that may change the
way Chrome warks.

Itcan:

+ Read and change all your data on the websites you visit

e with perating native

Take Chrome everywhere

Sign in to Chrome with your Google Account to get your
bookmarks, history, passwords, and other settings on

all your devices.

No thanks

Figure 64. Google Chrome > Enable Extension

2. Click Enable Extension. Trend Micro Toolbar appears in the browser.
= X

9] @%
l..| « Rate links on web pages er baokmarks

« Rate links on mouseover

Open in Pay Guard

Check your online privacy
Settings

Help

Figure 65. Trend Micro Toolbar in Chrome

To enable Trend Micro Toolbar in Pay Guard:

1. Similarly, you may enable Trend Micro Toolbar in the Trend Micro Pay Guard browser,
which is a hardened version of your default browser, tailored to keep you safer when
banking or shopping online. (Our example here again shows Chrome.)

2. Double-click the Pay Guard icon on your desktop to launch it.
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o

Pay Guard

Figure 66. Pay Guard Desktop Icon
3.  When Pay Guard launches, look for the Exclamation Point in the upper right-hand

corner.
6 - 0O x
[ Pay Guard by Trend Mic: X
g Trend Micro Pay Guard
13 rmeve
) Protected by Trend Micro %

Figure 67. Trend Micro Pay Guard > Toolbar

4. Clickit. A drop-down menu appears, saying New extension added (Trend Micro
Toolbar).

tps//payguard trendmicro.com r

# Trend Micro Pay Guard

Paste

) Protected by Trend Micro X
Figure 68. New Extension Added (Trend Micro Toolbar)

5. Select it as shown to activate the Trend Micro Toolbar. A popup appears, letting you
enable it.
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@ Anather program cn your computer added an
extension th

y change the way Chrome warks,

x

1% Protected by Trend Mico
Figure 69. Enable Extension

6. Click Enable Extension. Trend Micro Toolbar is enabled in Pay Guard.

- o x
@ Pay Guard by Trens x

C & payguardirendmicrocom x @

3 ReND

@
x

Figure 70. Pay Guard > Trend Micro Toolbar

7. Now, either in the full version of your default browser, or in Pay Guard, click the Trend
Micro Toolbar and select Rate links on mouseover to supplement your Rate links on
web pages protection, adding detailed on-demand ratings to automatic Search results,
indicated by green checkmarks (good), question marks (untested), or red Xs (bad).

8. Inthe example below, we return to the full version of Google Chrome.

Note: Pay Guard is best used for online transactions. Trend Micro Maximum Security
users may also enable Trend Micro Password Manager in Pay Guard, to use strong
passwords for your transactional accounts. See the chapter on Trend Micro
Maximum Security for more details.
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OH{ — Jn-Technical Ways (and What
8 0EF COMS Hocking Conterence. R S - =
) Hi fBcking Conference
Y —
© DEF CON® Hacking Conference
© Growth Hacker TV - Samir Patel, Growth Advisor
v roaRacKer v+
© Business of Hacking Report: Hackers SWOT Analysis & Sokdions - HP
ensomar macking-10p0r -
© Everything Is Marketing: How Growth Hackers Redefine The Game.
© Hackers News & Topics - Entrepreneur
@ O

Figure 71. Google Chrome > Search Results Showing Safe Pages

fee For Smart Thermostats

o it s Homs Mo [N

IAEKEFSIFOUNGETS: Making TOUNSETS' IVes Suck 34% less

© Hackers: Heroes of the Computer Revolution - 26th Anniversary

©Hacking | Technoiogy | The Guardian
yu0in comte hacking +

©Hackers Remotely Kill 3 Jeep on the Highway—With Me in It | WIRED
3 CEm 201507 Backers-rEmctely i eep. g

© Hackers Courted by Govemment for Cyber Security Jobs - Roling Stone

Figure 72. Google Chrome > Search Results Showing Untested Page
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® Dangeraus
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e [ R e— -

©Magnetic Stripe Card Reader / Writer - Hackers Home Page
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Figure 73. Google Chrome > Search Results Showing Dangerous Pages
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® Website Blocked by Trend Micro Antivirus+
Danaer: - Pace
1 I hackershomapegs com

<)

@ O

Figure 74. Dangerous Page

Enable Fraud Buster for Gmail and Outlook Webmail

GLv1.0

@
"

More and more scam emails these days may contain no obvious malicious URLs or
attachments but can nonetheless be a threat, using social engineering to snare the
unsuspecting user. However, such emails can’t be detected by traditional email security
technology. Fraud Buster is designed to deal with this type of scam email, using artificial
intelligence (Al) technology to identify the topic and to understand the intention of the
scam. As part of Trend Micro Toolbar, Fraud Buster protects Gmail and Outlook webmail in
Internet Explorer, Chrome, and Firefox. The example below uses Gmail in Chrome to show

the setup.

To enable Fraud Buster:

1. Fraud Buster requires first that you log into your Gmail or Outlook webmail account.

= *
m e
3 « Rate links on web pages er bookmarks
| ¥ Rate links on mouseover |
= W
-
-

L

This feature only works for| NS
signed-in Gmail or Outlook

accounts.

Settings

Help

Figure 75. Log Into Gmail or Outlook to Enable Fraud Buster

2. For example, log into your Gmail account in Chrome.
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Web Store  Add shorteut

Figure 76. Gmail Button in Chrome

3. Onthe Google home page, click Gmail to open your Gmail webmail. A popup appears
for you to turn on Fraud Buster.

%) 1REND @ x

Protect Your Webmail

Eraud Buster scans and protects your
Gmail and Outlock against scams and
phishing attacks.

Tum On Fraud Buster

Not now Do not show this again

Figure 77. Turn On Fraud Buster

4. Click Turn On Fraud Buster. Another popup appears, describing how Fraud Buster
protects you by sending your web email content to Trend Micro to scan.

Protect Gmail and Outlook.com

Enabling Fraud Buster protects you against scam. phishing, and suspicious emails by sending your
web email content to Trend Micro to scan,

You can disable Fraud Buster at any time and your email content will not be transmitted to and
scanned by Trend Micro

Learn more about how Trend Micro securely handles your emails when you enable Fraud Buster.

Agreeand TumOn  [EREHNEN

Figure 78. Protect Gmail and Outlook.com

5. If you agree to allow Trend Micro to scan your Gmail (or Outlook.com webmail), click
Agree and Turn On.
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8.

Ca « Rate links on web pages E
| « Rate links on mouseover |

« Fraud Buster i

Open in Pay Guard

Check your online privacy
Settings
Help

Figure 79. Gmail Protected by Fraud Buster | Active in Trend Micro Toolbar

GLv1.0

Fraud Buster is now enabled and you can now see it active in the Trend Micro Toolbar.

Your Gmail (or Outlook.com) webmail will now be scanned for potential scams and
you’ll be alerted with a warning popup when you open a scam email, telling you to not
follow any instructions contained in the email.

M Masitar fun - x  + = B o
< C & hitpsy/mailgooglecom p=rmBiogbi MfcgrwChcrhngCuwiMSxlokMyMst s % ®

i Apps

= M Gmail Q  searchma 1o D | x

Scam Email Detected

Compese

'_

O inbox s
*  Stared

© snoozed

»  Important

Q@ chats

5 sent

B Drafs

L]

Al Mail

soam

Figure 80. Scam Email Detected

Click View Details in the popup warning to get more details about the scam.
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Q3
@

e \
& .

Scam Email Detected

Follow the suggestions below to protect yourself:

This is likely a Extortion Threats scam.

Scan Result

Think this emal s safe ? Re

BIpuy  LepsPokien Py - Contacs « Tl com

Figure 81. Scam Email Detected: Details

9. Follow Trend Micro’s instructions to better protect yourself from scams; or contact
Trend Micro to get more support. When done, you should close the Details window as
well as the scam email, then delete the scam email from your inbox.
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Protect Another Device: PCs, Macs, Android and iOS
Mobile Devices

Subscriptions to Trend Micro™ Antivirus+, Internet Security, and Maximum Security variously
let you protect other PCs and Macs, as well as Android and iOS mobile devices.

Trend Micro Antivirus+: 1 PC, though you may switch your protection to another PC
Trend Micro Security Internet Security: up to 3 PCs and Macs

Trend Micro Security Maximum Security: from 5 to 10 devices, including PC, Mac,
Android and iOS Mobile devices

) s Breans @- @ | — x
()
o i)
Device Privacy Data Family
SCAN .
& O
& Protected
Latest protection update: 7/8/2019
@ Protect Another Device Expires on 9/30/2019 d

Figure 82. Protect Another Device

To get started with your protection for another device, click Protect Another device.
The Protect Another Device screen appears. The range of options depends on the
edition of Trend Micro Security you have purchased.

Note: A subscription to Trend Micro Antivirus+ allows you to protect only one device. To

transfer this subscription to another device you need to log into your My Account
page, download the installer on the second device, and install it. Once you
register the application, you’ll be given the option to disable Trend Micro
Antivirus+ on the first device so you can activate it on the second.
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Trend Micro Antivirus+ 2 x
Protect Another Device
Protected Devices
evicel
Nhy am | seeing this?
%) 1rene e

Figure 83. Antivirus+ > Protect Another Device

Trend Micro Internet Security @ X

Protect Another Device

Protected Devices
You can protect 2 more devices (up to a maximum of 3 devices).

Click & to add another device or scan your network to find devices

B ol|c

VM - TIS 2019

this deviee) Add 2 device Add a device

3 TREND Close

Figure 84. Internet Security > Protect Another Device

Trend Micro Maximum Security @ x

Protect Another Device

Protected Devices

You can protect 2 more devices (up to @ maximum of 5 devices).

| Click &) to add another device or scan your network to find devices. |

D || G
SM-G955U Add a device Add a device
[ BE 3

Figure 85. Maximum Security > Protect Another Device

2. With Trend Micro Internet or Maximum Security, you can click the link scan your
network to find devices on your network. A popup appears asking “Do you want Trend
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Micro Internet/Maximum Security to scan your home network (LAN) to find connected
devices?”

Do you want Trend Micro Internet Security to scan your home network
(LAN) to find connected devices?

T e

Figure 86. Scan Prompt

3. Click Yes to scan your network. The scan begins.

Trend Micro Internet Security ®@ | = x

Scanning...

Scanning your home network (LAN) to find your devices

~

Seanning

Figure 87. Scanning for Other Devices

4. When the scan is complete, a Scan Results screen appears.

Trend Micre Maximum Security D |- x

Scan Results

to protect

to a maximum of 5

your home
Dell PC
Protected
iPhone/iPad
Latest protection needed ) Verizon Phone/Tablet
== Fretected

E RS
Protected

Leam more about connected devices here. Device missing? Add a device.

I NET e
Figure 88. Devices Found > Install

5. If the Scan Results finds other devices to protect, it provides an Install button to install
protection on that device.

6. Tap Install to install Trend Micro Security/Mobile Security on that device. A screen
appears, with options for downloading and installing it.

™
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Trend Micro Maximum Security @ | x

< ProtectaniOS Device

Select how you want to share Trend Micro Mobile Security

i [oFio)

50 & [are
P |9 |

Send Email Copy Link Scan QR Code

Send @ message containing a link for downloading and instaling Trend
Micro Mobile Security on another device.

/9 TREND Back Close

Figure 89. Protect an iOS Device

If it finds no devices, the screen says No Devices Found.

Trend Micro Internet Security D | — x

Scan Results

fy you if we detect new devices on your home netwark (LAN) in the future,

Add a Device to Protect

3 1rene Close
Figure 90. No Devices Found > Add a Device to Protect

If you know that your family has other devices currently not on the network, you can
still tap Add a Device to Protect. The Protect Another Device screen appears.
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I Trend Micro Intermet Security D | x

| Protect Another Device

Protected Devices

| By Clse

Figure 91. Protect Another Device

GLv1.0

9. For Trend Micro Internet and Maximum Security, click an icon to Add a device. A popup
appears, letting you choose the platform you would like to share protection with.

Trend Micro Maximum Security D | X

Protect Another Device

more devices (up to 8 masimum of 5 devices)

73 rmene close

Figure 92. Add a Device Popup

10. Click the icon for your chosen platform. A screen appears, providing email, copy link,

and download options for getting the software.
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Trend Micra Maximum Security

D X
< ProtectaWindows PC
Select how you want to share Trend Micra Maximum Security
(s (6) ; !
Send email Copy ink Download
Send a message containing & link for downloading and installing Trend
Micro Maximum Security on another device
Back. Close
Trend Micro Maximum Security 0 X

€  Protect a Windows PC

Select how you want to share Trend Micro Maximum Security

a © &
Send email

Copy fink Dewnload

Copy the link below and paste it into an instant messaging app to send
the link te another device for downloading and instaling Trend Micro
Maximum Security.

Inttps:/terraportal trendmicro.com/utility/down.

13 rene

Figure 94. Copy Link
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Trend Micro Masimum Security

) 1mEne

< Protect a Windows PC

Select how you want to share Trand Micro Masimum Security

Figure 95. Download

Trend Miera Masimum Security

< Protecta Mac

[ il

3 1ene

Figure 96. Protect a Mac

Back

Back

Close

Close

Figure 97. Protect an Android Device

GLv1.0

11. For PC or Mac protection, pick how you want to get the application: Email, Link, or
Download. If you download the installer to your active computer, you may use a USB

thumb drive to physically take the file to the other computer.

12. For Android or iOS protection, pick how you want to get the app: Email, Link, or QR
Code, (for Google Play™, Trend Micro™, Amazon Appstore™, or Apple App Store™).

13. Toinstall, follow the instructions on the page, store, or email.
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Chapter 3: Trend Micro Security Overview

In the following chapters, we’ll walk through each edition of Trend Micro Security, explaining
the key features provided in each. In this chapter, we’ll give you a quick overview of some
easy-to-use functions.

Note: Since each more advanced edition of Trend Micro Security includes the features of
the simpler edition, but adds more features, you should read all chapters in this
guide front to back to fully understand how to use the complete set of features in
Trend Micro Internet and Maximum Security.

Quick Start: The Trend Micro Security Console

All editions of Trend Micro Security provide essentially the same Console, with additional
features as you step up from Trend Micro Antivirus+ to Internet Security and Maximum

Security.
TREND MICRO o @e ® | —
@ Antivirus+ B reedoack @~ @ %
N
= (i)
Device Privacy Data Family

SCAN v

© Protected

You have access to the latest protection.

@ Protect Another Device

Figure 98. Trend Micro Antivirus+ Security Console

All editions of Trend Micro Security allow you to scan on-demand using Quick, Full, or
Custom scans, and each lets you view security reports. We'll quickly review these features in
the following sections.

Quick Start: Conducting On-Demand Scans

By default, Trend Micro Security activates a real-time scan when it is installed. This is always
present in memory, to proactively protect you from real-time threats. Threats are caught as
they try to enter memory or touch the hard drive, preventing infections. This includes
protection against ransomware, which may infect you from dangerous websites or emails.

Trend Micro Security also provides a disk scan—which you can execute on-demand or by
schedule—that utilizes Trend Micro Smart Scan technology on the client when it scans your
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hard drive. This references Trend Micro’s file reputation services in the cloud—part of the
Smart Protection Network—for a shorter “time-to-protect.”

Unlike other local-protection-based products that require you to frequently update a large
local signature database on your computer, Trend Micro Security updates the signature
database mainly on Trend Micro Servers in the cloud, so all consumers of the Smart
Protection Network are instantly protected whenever the online database is updated. Other
cloud-based and local Trend Micro technologies correlate threat data of different kinds,
since modern threats can simultaneously use multiple techniques to infect your computer.

Smart Scan reduces network bandwidth usage (for updating/downloading signatures), while

saving disk space and memory.

Scan Your Computer’s Disk

Scanning is a simple process to execute, though users are recommended to initiate a manual
scan when they are not doing other tasks.

To scan your computer disk:

) Foiiiriss Ures - @~ = x
=Y
= ik
Device Privacy Data Family
&
SCAN >
0
Full Scan
@ & Custom Scan
Proteerew
You have access to the latest protection.
(@) protect Another Device Expires on 7/15/2018 I

Figure 99. Quick | Full | Custom Scan Menu

Trend Micro Security provides a Scan Tool on the console (shown above) which can be used
in two ways:

1. Click the center of the circular Scan tool to execute a Quick Scan.

2. Use the Scan Options popup menu on the right side of the Scan tool to select among the
various options:

e A Quick Scan conducts a scan of those directories on your system that are most
likely to be infected.

e  AFull Scan conducts a full scan of your system.

e A Custom Scan lets you designate which parts of your system you wish to scan.
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Quick Scan and Full Scan
To conduct a Quick Scan or a Full Scan:

1. To conduct a Quick Scan, click the Scan button on the main console, or optionally select
Quick Scan or Full Scan from the Scan Options popup menu. A window appears,
showing the Quick or Full Scan in Progress and the percentage completed. Scans can
kick off messages when malware is quarantined or deleted.

) R Dimeace B @ | =

m Stop

Quick Scan 45%

Scanning for Trojan horse programs.. DCT_PROACTIVE_X64

Potential threats found:

Shut down the computer when this scan is done

Figure 100. Quick Scan in Progress

2. You may stop the scan by clicking the Stop button. You may also select Shut down the
computer when this scan is done.

3.  When the scan has completed, a Scan Results screen appears, showing File Scanned, as
well as Threats resolved.

Security Scan: (@

No Threats Found

1% 1rene

Show Detalls ~3 ‘
c

Figure 101. Scan Results
4. Click ? near the number of Files scanned to obtain more details on the files scanned.

5. Click Show Details for more details on the threats found and actions taken. The Details
screen appears.
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® -x
€ Details
0 96 s12

Threats resolved

Not yet resolved

Web browser cookies deleted [ 5]

Fles Type Response

3 trene ack

Figure 102. Details

6. Click each of the collapsible panels in turn to show the Details tables, which include file
names, types, and responses to the threats.

7. Click Back to close the Details window, then Close to close the Scan Results window.

Custom Scan
To conduct a Custom Scan:

1. Choose Custom Scan from the Scan Options popup menu. A dialog appears, letting you
Select Targets you wish to scan.

TRPND MICRD g - o
Select Targets ® — x
The scan will automatically check all files and folders ction:
ax
EEac
SRecycle Bin
SWindows.~WS
Documents and Settings
ESD
PerfLogs
ProgramData
Recovery
e E= -
® TrEne

Figure 103. Select Targets

2. Expand any tree by clicking the + (Plus) signs, then check the checkbox for the chosen
target(s).

3. Click Start Scan to start the scan.

4. When the scan has completed, the Scan Results and Details screens appear in the same
format as Quick and Full Scans.

™
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Intensive Scan
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Trend Micro Security automatically performs an Intensive Scan whenever a Quick, Full,
Custom, Scheduled Scan, or “Smart Schedule” scan detects a high amount of malware on
your computer.

Note: In the real world, Trend Micro Security does not allow a large virus data set to get

onto your computer. To obtain this condition artificially, you have to dump a large
collection of malware files onto an unprotected system before you install Trend
Micro Security; or you would have to turn off all the proactive features, such as
the real-time scan, which would prevent such a large infection from occurring in
the first place.

To activate an Intensive Scan on a previously badly infected computer:

1.

Click the Scan > Quick Scan tool to begin a Quick Scan. The Quick Scan process begins.

MaximumSecurity [Zreedback D> @~ — x
\’\‘

Quick Scan

@!n!'.m

Figure 104. Quick Scan in Progress (TM Maximum Security)

When the scan detects a large volume of malware, the Quick Scan stops and an
Intensive Scan starts.

MaximumSecurity [Freedback @~ @~  — x

\

Intensive Scan 14%

@!av.m

Figure 105. Intensive Scan in Progress

Note that the scan wheel color changes to red to indicate that an Intensive Scan is in
progress. You can get more information about what triggered the scan by clicking What
triggered the Intensive Scan?
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Quick Start: Viewing Security Reports

Trend Micro Security allows you to view Security Reports at the click of a button. The
reports provide a wealth of detail on the dates and types of threats blocked. You can also
generate a Root Cause Analysis Report to investigate the source of an infection and the
effects upon your system.

Note: All versions of Trend Micro Security produce a security report that tells you how
many and what kinds of viruses, spyware, and web threats it detected during real-
time and on-demand scans. Higher editions than Antivirus+ provide more
information in their Security Reports.

To View a Security Report:

a AN
=) i)
Device Privacy Data Family
scan | - Y
9
& Protected
You have access to the latest protection.
@ Protect Another Device Expires on 7/15/2018 ‘

Figure 106. Security Report

1. Click the Security Report button on the Trend Micro Security Console. The Security
Report screen appears. (Note that if you’ve created a password to secure your settings,
you’'ll be asked to enter this password before the Security Report is displayed.)

Security Report @ 3

Security Threats

Security Threats Summary

P w5016 Period: | Pastmonth

©0
T ransomware threats

ansom
found

Folder Shield access
attempts

Mo ransomuware threats found

Find aut more about protecting yourself from ransormware threats from here,
web threst filtered

A0
computer threats found
L See more details

%) Tmene Close

Figure 107. Security Report (Antivirus+ Security)
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Figure 109. Security Report (Maximum Security)

The Security Report provides the following data:

Security Threats — The number of web threats, viruses, spyware, ransomware, and
suspicious software found. (All editions)

PC Health Checkup — Shows the space and startup time saved and the privacy data
safety confirmed, and includes a check for potentially incompatible programs.
(Internet Security and higher)

Parental Controls — Shows a summary of the top websites blocked. (Internet
Security and higher)

Browser Passwords — The number of passwords saved in browsers (a privacy risk).
(Maximum Security)

Use the Period popup menu in the upper right-hand corner to designate the period the
report will cover.

Select See more details about your protection from any of the four main screens to
obtain logs pertaining to that type of protection.
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3 nene =
Figure 110. Logs

5. Double-click an item in the table to view details on the specific threat.

% 1m0 Gose |
Figure 111. Logs > Item Details
6. Click Approve to add items to the Exception List.
7. Click Export in the lower right-hand corner to export the logs in .CSV or .TXT format.

8. When anitem in a log warrants a deeper look, Trend Micro Security will provide a link to
show more details on the source of the infection.

® ox

Figure 112. Where did this come from?

9. Click Where did this come from? to generate a Root Cause Analysis Report. When the
report generates, it displays in graphic format.

™
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Figure 113. Root Cause Analysis Report

GLv1.0

10. The Root Cause Analysis Report maps the root cause and triggering event(s) graphically,
using Process, Website, File, Library, and Group icons to show you items involved in the
infection chain. Use the Root Cause Analysis Report to analyze the source of infections,

so you can help prevent them in the future.
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Chapter 4: Trend Micro Antivirus+ Security

This chapter provides detailed instructions for configuring and using Trend Micro Antivirus+
Security.

Protection Overview

Trend Micro™ Antivirus+ Security provides essential protection for customers against

viruses, spyware, web threats, and other malware threats, including bad links on social
networking sites and ransomware.

Welcome to Trend Micro Antivirus+

X

Protect Yourself from Ransomware

Folder Shield helps
until you pay the a

Do not show this again

uuuuu Setup Folder Shield Close

Figure 114. Trend Micro Antivirus+ Security Welcome Page

TREND MICRO - et 1
@Antlwrus+ [#reedback @~ @ X
(1
B %)
Device Privacy Data

Family

© Protected

You have access to the latest protection.

@ Protect Another Device

Figure 115. Trend Micro Antivirus+ Security Console
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Note: Trend Micro Antivirus+ Security Console Main Features:
Device: Security Settings | Mute Mode | Protect Another Device
Privacy: Social Networking Protection | Pay Guard
Data: Folder Shield

Family: Keep Your Family Safe Online - Upgrade Now

KEY MALWARE PROTECTIONS FOR TREND MICRO ANTIVIRUS+ SECURITY
Antivirus and Antispyware

Trend Micro Antivirus+ Security provides essential protection against viruses; that is, any
malicious program that can replicate itself and infect your computer. Antivirus+ also protects
you from a broad range of other malware, including worms, Trojans, bots, and rootkits. It
also provides protection from spyware; that is, any program that installs itself in the
background and gathers information about you or your computer without your knowledge.
Since browser cookies can act like spyware, Antivirus+ will delete cookies as well.

Windows Firewall Booster and Wi-Fi Protection

The Windows Firewall Booster provides additional network-level protections, including a
Network Virus Scan and Anti-Botnet feature. The Firewall Booster is automatically activated
for increased network security. Antivirus+ also provides authentication for Wi-Fi networks,
displaying a warning when connected to potentially unsafe wireless networks or hotspots.

Anti-Spam

Antivirus+ includes anti-spam in its list of features. Users of POP3 e-mail can be protected
from spammers, stopping unsolicited advertisements and other unwanted bulk email. Trend
Micro Security’s anti-spam function taps into the email reputation services of the Smart
Protection Network. Trend Micro Security Antivirus+ also protects you from threats in files
attached to email messages.

New! Fraud Buster also provides anti-spam and WTP protection for Gmail and Outlook
webmail.

Unauthorized Change Prevention

Trend Micro Security includes behavior monitoring in its list of security protections.
Unauthorized changes to system settings and other suspicious behavior can be blocked, as
well as autorun programs on portable drives. Antivirus+ includes the ability to switch your
protection level automatically, to aggressively eliminate programs that pose even a small risk
of bad behavior. And the increased protection against ransomware that Folder Shield
provides helps protect your computer and files from encryption or blocked access and the
extortion that comes with ransomware. All editions of Trend Micro Security provide
ransomware protection and Folder Shield.

Web Threat Protection

The majority of threats nowadays come from the web, when you’re simply browsing the
Internet or visiting a site. However, attacks may also begin with a phishing email that uses
social engineering techniques to coax you to click a URL link in the email. You then may be
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taken to a website that secretly harbors malicious threats, which either steals your personal
data or infects you with malware.

Antivirus+ proactively protects you from a variety of these web threats, so that they never
touch your computer. To provide thorough protection from and rapid response times to
emerging threats, Antivirus+ uses the Trend Micro Smart Protection Network cloud-client
security infrastructure along with a combination of cloud-based web, file, and email
reputation services. It also employs real-time scans of what’s in memory and on disks.
Antivirus+ also blocks malicious links and image spam in emails, including Google and
Outlook webmail with Fraud Buster.

Privacy

Social Networking Protection in Trend Micro Antivirus+ Security is also enabled by the Web
Threat Protection function. See risk ratings for Facebook, Twitter, LinkedIn, MySpace,
Pinterest, Mixi, and Sina Weibo. Mouse over URLs to get further details on the website. In
Facebook, warn your friends of bad URLs on their pages, so they can delete them.

Pay Guard protects your financial transactions when you’re banking or shopping online using
your default browser.

Device: Security Settings: Security & Tuneup Controls:
Scan Preferences

Upon install, Trend Micro Antivirus+ Security chooses a group of default settings to
immediately protect the user. However, users can modify settings as they wish. Antivirus+
Security keeps its controls simple and suitable for the everyday user.

To modify Security & Tuneup Controls settings:

B TR s ©- @ - x
a A
(o] iy
Device Privacy Data Family
sean ) A
% D)
© Protected
Vou have access to the latest protection
(@) Protect Another Device Expires on 7/15/201 |

Figure 116. Console > Settings Tool

71

J
==
-A
om
2
lw)



Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

72

% Kntivirus+ L
< | Device

Security Settings

Bl ceoimescaming on

Web Fittering on

Configure

Mute Mode oft configure
Temporarily stop non-critical notifications while you are doing

>/ onimportant task.

Protect Anothy
Extend your prote

Choose

Figure 117. Device > Configure

Click the Settings tool in the Console; or click the Device button, then Configure in the
Security Settings panel. The Protection Settings screen appears, with Security &
Tuneup Controls > Scan Preferences selected by default in the Command Menu.

Protection Settings O =

Restore Default Settings oK Cancel

Figure 118. Scan Preferences
The following Scan Preferences are displayed. Check or uncheck to change a setting.

e Scan for threats when opening, saving, or downloading suspicious files. This is the
real-time scan that protects you at all times when you’re using your computer. This
is enabled by default.

o Enable real-time scanning check compressed files (like ZIP files). This is
disabled by default. Checking the checkbox enables the item, but the
deeper scan uses more CPU cycles.

o Enable machine-learning to protect from new or unknown threats. This is
enabled by default. New or unknown threats, such as ransomware, will be
removed upon detection; or when suspicious software tries to execute, it
will be blocked.
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MaximumSecurity @ X MaximumSecurity ®@ | %
@ Ransomware File Removed (i) suspicious Software Blocked
3 . 3 For your pretection, the program named below was
This file contained malicious software, o it has been prevented from performing an action that could pose a
deleted for your protection. You do not need to do security risk.
anything else, so feel free to close this message.
Name: Sample001l.exe
File name: xscansample.exe
From: ABCDEFGHUKLMNOP...
More detsil.. More details...
Ay e “ 3, e [ o |

Figure 119. Ransomware File Figure 120. Suspicious Software
Removed [Maximum example] Blocked from Executing
[Maximum example]

o Check if programs try to make unauthorized changes to system settings
that could threaten your security. This is enabled by default.

=  Prevent programs on portable drives from launching
automatically. This is enabled by default.

= Immediately close programs that have been exploited by
hackers. This is enabled by default.

=  Protect documents against unauthorized encryption or
modification. This protects against ransomware and is enabled by
default.

o Back up files encrypted or modified by suspicious
programs. This ransomware protection is enabled by
default.

e Scan for suspicious files as the computer starts. Key security components begin
working even before Microsoft Windows has finished loading—before threats have
a chance to attack.

e  Protection Level. This behavior monitoring function is enabled by default to switch
from Normal to Hypersensitive only when needed, but you can change this setting.

o Normal - Detects and stops security threats based on clearly risky
behavior.

o Hypersensitive - Aggressively eliminates programs even if they only pose a
small risk of bad behavior.

o Switch protection level automatically - Increases the protection level only
when you need it. This is the default setting.

e Automatically delete files that show any signs of a threat. This is enabled by
default, to automatically delete threatening files.

e Automatically delete potentially unwanted applications. This is enabled by default.

9, TREND. .
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e Automatically delete joke programs. This is enabled by default.

o Display a warning after detecting viruses, spyware, or suspicious behavior. This is
enabled by default. Trend Micro Security is selective when using pop-ups; it’s never
overly intrusive.

3. If you wish, click Restore Default Settings at any time (in this and any subsequent
screens) to restore default settings to their factory condition.

4. Click Apply to apply your changes, then OK to close the Protection Settings window.

Device: Security Settings: Security & Tuneup Controls >
Scheduled Scans

To modify Scheduled Scan preferences:

1. Click Security & Tuneup Controls > Scheduled Scans. The schedule options panel
displays.

Other settings

Restore Default Settings ok Cancel

Figure 121. Security & Tuneup Controls > Scheduled Scans
2. Choose among the following options:

e  Conduct a scheduled scan of the computer. This is enabled by default. “Friday at
12:00 PM” is chosen by default as the day and time to conduct the scheduled scan.
Use the popup menus to change the day and time the scheduled scan will be
conducted.

TIP: Scheduled scans are best conducted when the computer is on but not in use, as
they take up a portion of Memory, CPU, and Disk processes.

e Scan Type. Quick Scan is selected by default.
e Select Quick Scan to scan only the places where threats commonly hide.

e Select Full Scan to scan the entire computer, including any external drives,
except network drives.

o Notify me before a schedule scan starts. Selected by default.

3. Click Apply to apply any changes, then OK to close the Protection Settings window.

. (®) TREND
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Device: Security Settings: Internet & Email Controls > Web
Threats
To modify the Internet & Email Controls > Web Threats settings:

1.

Click Internet & Email Controls. The Web Threats panel appears by default.

- %

Figure 122. Internet & Email Controls > Web Threats
Block potentially dangerous websites is checked by default.

For Protection strength, use the slider to select the strength. More aggressive blocking
blocks more websites, some of which you may not wish to be blocked.

e Low - Choose “Low” to block only websites confirmed as fraudulent or dangerous.

e Normal - Choose “Normal for regular daily use without aggressively blocking minor
risks. This is the default setting.

e High - Choose “High” to block threats in sites that show any signs of fraud or
malicious software.

Display the Trend Micro Toolbar on supported web browsers. This enables Antivirus+
to rate links on webpages or mouseovers for malicious URLs and their accompanying
payload for Internet Explorer, Mozilla Firefox, and Google Chrome. This is enabled by
default.

Note: To get this protection you must first enable some features in web browsers. See

Enable Trend Micro Toolbar in Chapter 2 for details.

5.

6.
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Prevent Internet Explorer, Firefox, and Chrome from running malicious scripts on
infected websites. This is enabled by default.

Click Apply to apply your changes, then OK to close the Web Threats window.
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Device: Security Settings: Internet & Email Controls >
Spam & Emailed Files

You can block spam from your Microsoft Outlook email client.

Note: Fraud Buster also blocks spam and phishing emails with dangerous files and links
in Gmail and Outlook webmail. See Antispam: Enable Fraud Buster for Gmail and
Outlook Webmail following for details.

To modify the Internet & Email Controls > Spam & Emailed Files setting:

1. Click Internet & Email Controls > Spam & Emailed Files to open the panel. The panel
opens with the settings unchecked by default.

—

et & Email Controls

Exception Lists

Other Settings

Restore Default Settings ox Cancel

Figure 123. Internet & Email Controls > Spam & Emailed Files

e  Filter out unsolicited advertisements and other unwanted email messages from
your Outlook inbox. Check this if you wish to stop spam and other unsought
messages.

o Check for threats in files attached to email messages. Check this to scan all email
messages for malicious attachments and remove them.

2. Click Apply to apply any changes, then OK to close the Protection Settings window.

3. Trend Micro Anti-Spam (TMAS) support per OS Platform and Outlook version is given in
the table below. Apart from Outlook 2003, the Data Theft Prevention feature also
applies to these platforms and versions of Outlook.

Table 8. TMAS OS Platform and Mail Client Support

OS Platform Mail Client
Windows 7, 8.1, 10 (32 and 64 Outlook 2003 (32bit), 2007 (32bit), 2010 (32bit, 64bit), 2013
bit) (32bit, 64bit), 2016 (32bit, 64bit)

7 #®) TREND
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To modify the Antispam Settings in the Microsoft Outlook Application:

Once you’ve enabled the Antispam features for Outlook, you can modify the settings to your
liking.

1. Inthe Microsoft Outlook application, select Add Ins in the Main Outlook Toolbar. The
Add-ins panel appears.

File Home Send / Receive Folder View Add-ins Help Q Tell me what you want to do

@ Trend Micro - %Spam
Settings
Statistics
Disable this toolbar
af

Help Search Current Mailbox yel Current Mailbox -

About Focused Other ByDatewv |

Figure 124. Trend Micro Antispam Toolbar

2. To mark an email as spam and add it to the Spam folder in Outlook, select the email in
your email list, then click the Spam button.

3. See Settings below to set your settings.

4. Select Statistics to view statistics about the number of messages processed, spam
messages deleted, spam messages you reported, and legitimate messages misidentified
as spam.

5. You can also Reset the Statistics window to Zero by clicking Reset.

Statistics X

Summany
Funning Since: 542042019 3:45:25 AM

General Total
Messages processed; 422
Spam messages detected by the warming Toolbar. 1

Spam messages you reported. 1}
Legitimate messages misidentified as spam: 1}

Legitimate messages (100%)
I Spam detected by the toolbar (0%)
Spam you reported (0%)

Spam Filtering Percentage
Spam detection rate; 100.000%
Legitimate message misidentification rate: 0.000%
R

Figure 125. Spam Statistics
Select Disable this toolbar to disable it.
Select Help to get help using the Antispam Toolbar.

Select About to view the toolbar version.

© ® N

Select Settings to configure the settings for the Antispam Toolbar. The Settings dialog
box appears, with the Spam Filter tab selected by default.

™
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Spam Filter

Spam Email Filter Strength is set to Medium filtering by default.

Settings X

[EEEEEE [k Fiter | [ Approved Senders | (Bocked Senders | [ Blocked Languages | Advanced

Spam Email Filter Strength

High
Detects almost all spam and fraudulent messages, but may misidentify some legitimate mail as

J Medium
Detects most spam and fraudulent messages, and s only a moderate tisk of misidentiying
legitimate mail as spam

Low

Dietects only the most abuious spam and fraudulert messages. with only a sight chance of
misidentiying legitimate mail as spar

Trend Micro Online Filtering Service

Submit anonpmous data to the Trend Micro Online Fikering Service to double-check incoming
messages for spam

Help oK Cancel

Figure 126. Spam Filter
1. Choose the Spam Email Filter Strength you want:

e  High. Detects almost all spam and fraudulent messages but may misidentify some
legitimate email as spam.

e Medium. Detects most spam and fraudulent messages and runs only a moderate
risk of misidentifying legitimate email as spam.

e Low. Detects only the most obvious spam and fraudulent messages, with only a
slight chance of identifying legitimate email as spam.

2. Trend Micro Online Filtering Service. Submit anonymous data to the Trend Micro
Online Filtering Service to double-check incoming messages for spam.

3. Click OK to save any changes.
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Link Filter

1. Click the Link Filter tab to edit the setting. The Link Filter screen appears.

Approved Senders HEIncked Senders ”EIncked Languages " Advanced

[ Activate Link Filter

This feature checks addiesses of website (URLs) in the email you receive against an orline
database. Messages containing hyperinks thal pose a secuiy fisk vl be moved into the spa folder.

Filtration Strength
High
Intercept all messages containing finks o any sites with a poor repulation [such a histery of
spamming), and those that wauld defiitely cause ham, deliver undesirable downloads, or seem
assaciates wit online fraud

~ Medium

Find messages containinglinks to websites that would defintely cause harm, deiver
undesiiable dowrload. or seem assariates with onine fiaud

Low
Only eatch messages containing links bo websites that would defintely cause ham.

Help oK Cancel

Figure 127. Link Filter

2. Activate Link Filter. This is turned off by default. Check this checkbox to activate the link
filter. This filter checks addresses of website URLS in the email you receive against an
online database. Messages containing hyperlinks that pose a security risk will be moved
into the spam folder

3. Filter Strength. Choose the Filter Strength you want:

e High. Intercept all messages containing links to any site with a poor reputation
(such as a history of spamming, and all those that would definitely cause harm,
deliver undesirable downloads, or seem associated with online fraud.

e Medium. Find messages containing links to websites that would definitely cause
harm, deliver undesirable downloads, or seem associated with online fraud.

e  Low. Only catch messages containing links to websites that would definitely cause
harm.

4. Click OK to save any changes.

9, TREND. 7
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Approved Senders

1.

Click the Approved Senders tab to add approved senders. The Approved Senders screen
appears.

Settings X

Spam Fier | Link Fiter | Ll i\mnckeu Senders || Blocked Languages || Advanced

List of Approved Senders

Clicking "Update from contacts” will import all email addresses from the default Microsoft Outiook
“Contacts" lists into the list below.

Add Update from cortacts

Address [Sender

i - 2 e

00T pogga

v

<

Whenever you send email, add the address to the list of Approved Senders automatically

Help oK Cancel

Figure 128. Approved Senders

Update from Contacts. Clicking “Update from contacts” will import all email addresses
from the default Microsoft Outlook “Contacts” list into the list in the window.

Add. Click Add to add individual contacts. The Add approved senders dialog box
appears.

Email ‘ ‘

Sender name [optional]. ‘ ‘

i ok Cancel
Figure 129. Add Approved Senders
Type in the email address of the person you wish to add to the list of Approved Senders.
Type in the sender’s name (optional).

Click OK in the dialog box to save the email address/contact in the list of Approved
Senders.

Select an email address and click Edit to edit an email entry. A dialog appears to let you
edit the entry; click OK to save your changes or Cancel to cancel the edit.
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Email |a\an |

Sender name [optional]. |Alan |

0K Cancel
|

Figure 130. Edit Approved Senders

Select an email address and click Remove to remove an email entry. A dialog appears to
let you remove the entry; click OK to remove it or Cancel to retain it.

The email address will be removed. Click OK to continue or
click Cancel to cancel removal.

oK Cancel

Figure 131. Confirm Removal

Check/uncheck the checkbox Whenever you send email, add the address to the list of
Approved Senders automatically.

10. Click OK in the Approved Senders window to save your changes.

Blocked Senders

Click the Blocked Senders tab to add Blocked Senders to the list. The Blocked Senders
screen appears.

(oo ] o P S T [Bockod anginesFlvmnod]
List of Blocked Senders

The Anti-Spam Toolbar will automatically prevent messages from any sender listed below from
reaching your inbox.

Add

\Address |Sender

Help oK Cancel

Figure 132. Blocked Senders

Add, Edit, or Remove Blocked Senders to the list in the same way you did for Approved
Senders.

Click OK to save your changes.
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Blocked Languages

1.

GLv1.0

Click the Blocked Languages tab to edit the settings. The Blocked Languages screen

appears.

Settings x

Spam Fiter | [Link Fier | [ Approved Senders | Blocked Senders | (LRI

List of Blocked Languages

The Ant:-Spam toolbar wil automaticaly block messages writen inthe languages selected
below.

[ Arabic
[ Bakic
[ Central Eurapean Select Al
[] Chinese Smplfied
[] Chinese Tradtional
[ Cyrlic

[ Greek

1 Hebrew

[ Japanese

[ Korean Clear Al
(] Latin 3(50)

[ Latin 350}

[ hai

[1 Turkish

[ us-Ascl

[ Vietnamese

[] Westem European

Help oK Cancel

Figure 133. Blocked Languages

Individually check the languages you wish to block or Select All or Clear All.

Click Ok to save your changes.

Advanced

1.

Select the Advanced tab to open the Advanced screen.

Settings X

[Spam Fiter | Link Fiter | [ Approved Senders | [Blocked Senders | Blocked Languages | Advanced |

Notifications

[ Use the system tray icon to show when adding a new message to the Spam Mail folder

Spam Mail Folder
[ Move fitered spam messages to the Deleted ltems folder

ater 20 days Move Fitered Spam Now

Deleted Items Folder

[ Permanently remove fitered spam messages from the Deleted kems folder when the mail program
dloses

Help oK Cancel

Figure 134. Advanced

e Notifications. Check this checkbox to use the system tray icon to show when adding

a new message to the Spam Mail folder.
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e Spam Mail Folder. Check this checkbox to move filtered spam messages to the
Deleted Items folder. Options include:

a. Move after XX days. Add the number of days you wish to hold messages
before they’re moved to the Deleted Items folder.

b. Move Filter Spam Now. Click this button to move all Filtered Spam Now to
the Deleted Items folder now.

o Deleted Items Folder. Check this checkbox to permanently remove filtered spam
messages from the Deleted Items folder when the mail program closes.

2. Click OK to save your changes.

Device: Security Settings: Internet & Email Controls:
Network > Firewall Booster | Wi-Fi Protection
To modify the Wi-Fi Protection Settings:

1. Click the Settings tool in the Console. The Protection Settings screen appears, with
Security & Tuneup Controls > Scan Preferences selected by default.

2. Click Internet & Email Controls > Network in the Command menu. The Network screen
appears.

Figure 135. Internet & Email Controls > Network

3. Activate the Firewall Booster is checked by default. This enhances the protection given
by the Windows Firewall and detects botnet programs that can hijack your computer by
remote control.

4. Display a warning when connected to potentially unsafe wireless networks or
hotspots. This is disabled by default. Check this to enable the feature.

5. Click OK to save your changes.

Note: The Exception List for Wi-Fi Protection allows users to add unprotected home
networks to an exception list, so that users are not subject to frequent warnings
for networks they know to be safe. See the Exception Lists section below for more
details.
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Exception Lists: Programs/Folders

To add items to Exception Lists Programs/Folders:

Trend Micro Security lets you add programs, folders, or websites to exception lists so that
scans will ignore them. Adding programs or folders to exception lists can increase
performance during scans, while adding frequently-accessed websites can prevent
unwanted blockage. Users are advised to use exception lists wisely, as it may open
computers up to more threats.

1. To add items to exception lists, click Exception Lists. Programs/folders appears by
default.

Internet & Email Controls

Exception Lists

Other Settings

Restore Default Settings oK Cancel

Figure 136. Exception Lists > Programs/folders

2. Click +Add to add a program or folder to the exception list. A dialog appears, letting you
Add an Item.

Add an ltem

Click Browse... to find a file or folder that belongs on

Browse...

Cancel

Figure 137. Add an Item

3. Click Browse to browse to the file or folder you wish to add. An Open dialog appears.

Lookin: UFmwrk v @%@
Name & Date modified Type

Fie folder
File folder
File folder
Applicatic
CFG File
Appiicatic
Applicatic
M Applicatic

&y 1
| Recent places 0
2147483647
I
Desitop UProfile.cfg
© uiseagnt
, [© uilpdateTray
Ubaries  1uiWatchDog
S tilUIProfile.dil

‘ Applicatic
| N Swscsutusconoler

|

|

Applicatic

Computer

“
< >
Network
Fie name: ulpdateTray v Open

| Fies of type: == v Cancel

Figure 138. Open Dialog
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4. Select the item you wish to add, then click Open. This adds the item to the Add an Item
dialog.
Add an Item )

Browse.. | Ci\Program Files\Trend M..\uiUpdateTray.exe

Figure 139. Add an Item (item added)

5. Click OKin the Add an Item dialog. The item is added to the exception list.

ection Settings ® - x

Security & Tuneup Scans and other inds of monitoring willgnore snything you sdd to the st
Controls +Add || X Remove
Internet & Email Controls

@ N o Type

Exception Lists [ C\Program Files\Trend Micro\UniChent\UiFrm...  File.

Other Settings

Restore Default Settings

Figure 140. Item Added to Exception List

6. Toremove an item, check it, and then click the X Remove button.

7. Click Apply to save any changes, then OK to close the Trend Micro Security Console.
Exception Lists: Websites
To add websites to an exception list:

1. Inasimilar way, to add or remove a website from its exception list, click Exception Lists
> Websites in the Command Menu. The Websites exception list appears.

Protection Settings

X

Security & Tuneup
Controls

Internet & Email Controls

Exception Lists

] Programst

Other Settings

Restore Default Settings

oK Cancel

Figure 141. Exception Lists > Websites

2. Click Add to add a website. A dialog appears, letting you Add or Edit an Item.

#9) TREND o5
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3. Choose among the following options:
a. Typeinthe URL you wish to add in the edit field.

Add or Edit an Item

Figure 142. Add or Edit an Item
b. Orselect Import addresses (URLs) from your Internet Explorer “Favorites”.

Add or Edit an Item

Figure 143. Import URLs from IE
c. Choose Block or Trust from the Response pop-up (for either option).
d. Click OK to save the option.

4. Click Apply to save your changes, then OK again to close the Trend Micro Security
Console.

Exception Lists: Wireless Connection

Trend Micro Security allows you to add access points to the Wireless Connections Exception
List that Trend Micro Security may consider risky or dangerous. Wi-Fi hotspots added to the
list are considered trusted access points.

To add and remove a Wireless connection to the Exception List:

1. When you attempt to log onto an access point, Trend Micro Security may give you a
pop-up warning that the network connection is risky or dangerous.

Antivirus+ @ x

Risky Network Connection

You have connected to a network that does not require
authentication, which means that someone could
potentially monitar your computer. Please change to
another wireless network.

Name : ASUS PadFone

What triggered this warning?

Trust this network despite the risk

B rrewe KN

Figure 144. Risky Network Connection
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2. If you know this access point probably isn’t risky, you may wish to add this network to
the Wireless Connections Exception List. To do so, simply click Trust this network
despite the risk and the site will be added to the list.

3. Later, you may wish to delete this from the Exception List. To do so, click the Settings
tool to open the Protection Settings screen. The Virus & Spyware Controls screen
opens by default.

4. Click Exception Lists > Wireless connection in the Command menu. The Exception List
for Wireless Connection appears.

Figure 145. Exception Lists > Wireless Connection

5. Select the access point in the list and click Remove. Trend Micro Security deletes it from
the list.

6. Click Apply to save your changes.

Other Settings: System Startup

By default, Trend Micro Security chooses the optimal settings when starting your computer.
You can change these settings.

To modify Other Settings > System Startup:

1. Click Other Settings in the Command Menu. The System Startup screen appears by
default, with Balanced Protection (Recommended) chosen by default.

- X

Extra Performance

3 mene oK cancel
Figure 146. Other Settings > System Startup

2. Select between the following options:
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e  Extra Security — This is the default option. Security software drivers will load as
soon as the computer starts, which makes the operating system launch more
slowly.

e  Extra Performance — Security software drivers will load only after the computer has
started to help the operating system launch more quickly.

3. Click Apply to save your changes, then OK to close the Protection Settings window.

4. Restart the computer to apply the changes to your system.

Other Settings: Network Settings

88

To modify Other Settings > Network Settings:

1. Click Other Settings > Network Settings in the Command Menu. Network Settings
appears, with Use a proxy server to connect to the Internet and Use the proxy settings
saved on your computer chosen by default.

13 1rene oK Gancel

Figure 147. Other Settings > Proxy Settings

2. Reduce data usage in metered network is also selected by default. The frequency of
maintenance software updates will be less than on a non-metered network.

3. Select Enter the necessary proxy server settings to manually enter a proxy server’s
name, port, and credentials (if required).
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Other Settings

[ Reduce data usagein metered network (D)

3 1mene oK

| cancel m

Figure 148. Other Settings > Proxy Settings > Enter Settings

GLv1.0

4. Or select Use an automatic configuration script and enter the script in the Address field

provided.

Other Settings

(7] Reduce data usage in metered netwerk ()

3mene o

Figure 149. Other Settings > Automatic Configuration Script

5. Click Apply to save your changes, then OK to close the Protection Settings window.

Other Settings: Smart Protection Network

Trend Micro Security can provide feedback to the Smart Protection Network (SPN), to
automatically correlate and analyze information about threats found on your computer (and
millions of others), for better protection. By opting into the SPN feedback process, you
improve yours and others’ threat protection, since threats sent from your computer are
immediately added to the threat analysis/detection/prevention process, but the choice is
yours to opt in or out. You can also opt into sharing computer performance information with

Trend Micro, to help yours and others’ computers work better.

To share/not share feedback with the Smart Protection Network:

1. Select Other Settings > Smart Protection Network from the Command Menu. The
threat information feedback panel appears.

#9), TREND.
MICRDO

89



Trend Micro™ Security 2020 for Windows — Product Guide GLv1.0

4.

2o ERTN o |

Figure 150. Other Settings > Smart Protection Network

Check/Uncheck Share threat information with Trend Micro to opt in or out of the
feedback process. (This will be checked or unchecked depending upon the choice you
made to participate or not participate when you installed Trend Micro Security.)

Check/Uncheck Share computer performance information with Trend Micro. Trend
Micro analyzes the settings and capabilities of millions of computers to help yours work
even better. No personal information is gathered or shared.

Click Apply to save your changes, then OK to close the Protection Settings window.

Other Settings: Password
To add or change your password:

90

Trend Micro Security allows you to add a password to protect your overall program settings,
so only those who know the password can make changes. For Trend Micro Security Internet
Security (TIS) and Maximum Security (MS), the password enables other functions, such as
Parental Controls in IS and MS and Trend Micro Vault in MS. See the two following chapters
for details.

1.

Select Other Settings > Password from the Command Menu. The Password screen
appears.

[} ox e | [[EEEE

Figure 151. Other Settings > Password

Check Enable password protection to prevent unauthorized changes.
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Enter your email address, a password, and the password again to confirm it. Trend
Micro Security gives you feedback on your password strength.

Fill out the Password Hint and Email Address fields in case you forget your password
later.

Click Apply to save the password changes, then OK to close the Protection Setting
window.

Other Settings: Background and Animation

Trend Micro Security allows you to change the background picture and animation effects on
the Trend Micro Security Console. You can use backgrounds provided by Trend Micro, or
customize the background using your own pictures. You can also show animation effects on
the main Console.

To change your Trend Micro Security interface:

1.

In Other Settings, select the Background and Animation menu item. The Background
Editor appears.

(]
|

Figure 152. Background Editor

Select any background picture provided and click Apply to save the new background or
add a picture from your computer.

For the second option, click the Edit button to edit your user interface. The Select a
Picture dialog displays.

| SelectaPicture

Figure 153. Select a Picture

Click Browse to select a picture, then navigate to a folder containing your pictures.

(P TREND



Trend Micro™ Security 2020 for Windows — Product Guide

) Open X
Look in: [ || Saved Picures v] @ #F = @~
* -
Quick access =

Desktop 110495 desktop..
[ o]

Libraries

This PC

Network

Fie name: v [oeen ]

Fies of type: Images ("bmp;" jpg:" jpeg: ;" png) ~ Cancel

Figure 154. Browse to Picture

GLv1.0

5. Select your picture and click Open. The picture is loaded into the editor.

Select a Picture

After choosing an image file on your computer, you can crop the picture to make it fit

Browse... |C:\Users\ohn Pict.. p-wallpap ipg

g.
=

Figure 155. Sizing

6. Use the Sizing tool to make your image larger or smaller. Click the (+) or (-), or drag the

slider.

7. When you’re done, click OK to close the editor.

8. Click Apply to save your Ul change, the OK to close the Background Picture tab.

9. Navigate to the main Console screen. Your new picture appears in the background.
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© Protected

You have access to the latest protection.

(@) Protect Another Device

Figure 156. Trend Micro Security Console with New Skin

10. You can return to the classic Trend Micro Security background at any time by clicking its
icon in the editor and clicking Apply, then OK; then return to the main Console screen.

Other Settings ®

Sl inte something mor

!
@
@
&

v -

s
V@ =

[ Show animation effects on the main console

13 rene ox || cancet |

Figure 157. Classic Trend Micro Security Background

) Antivirus+ Pltet B @ | = ¥
o
Device Privacy Data Family
& ©
@ Protected

You have access to the latest protection.

(@) Protect Another Device

Figure 158. Trend Micro Security Console
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11. If you wish, you may also uncheck the checkbox Show animation effects on the main
console. This reduces the animation effects in the four functional icons of Device,
Privacy, Data, and Family.

Device: Mute Mode

All editions of Trend Micro Security now provide a Mute Mode to temporarily stop non-
critical notifications while you are doing an important task. This can also be applied while
gaming.

To configure Mute Mote:

’ TREND MICRO o
Pty Feedback (2?) - X
< Antivirus+ & ’
< Device
Security Settings Configure
‘_‘ Real-time Scanning On
Web Filtering On
Mute Mode off Configure
Temporarily stop non-critical nofifications while you are doing
=2/ animportant task,
Protect Another Device Choose.
Extend your protection beyond this computer,

Figure 159. Device > Mute Mode > Configure

1. Click Device > Mute Mode > Configure. The Mute Mode Introduction screen appears.
[ e— ™

Mute Mode @ | = %X

Introduction

s 9
ou while you are busy doing imp rk o gaming,
U During Mut ¥ ted but threat detection popups and

ed to achieve the best balance between security and
50 set up Mute Mode to automatically terminate programs when

performance. You ca
youtumn it o

You can quickly access Mute Mode via the system tray menu

Do ot show this introduction again

%) TRene ox

— I i

Figure 160. Mute Mode Introduction

2. Click OK to close the Introduction. The Mute Mode Configure screen appears, with the
feature toggled off by default.
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mo,

3 rrene El -
Figure 161. Mute Mode Configure

3. Click the toggle to On, then configure the various options:

e Start Automatic Mute Mode while in full-screen mode. Once the toggle is on, this
is enabled by default.

e Start Manual Mute Mode from now for X hours. Select your choice in the drop-
down menu to turn off Mute Mode after 1 to 24 hours.

e Disable Windows Update in Mute Mode. Check the checkbox to disable Windows
Update for as long as Mute Mode is active. (Disabling Windows Update for a long
time may expose your system to security threats.)

4. Terminate Program List. You can define programs to terminate automatically whenever
you enable Mute Mode.

5. Terminate Programs while in [dropdown menu]:
e  Automatic Mute Mode
e Manual Mute Mode
e  Automatic and Manual Mute Modes

6. Click the + Add button to add program(s) you would like to terminate in Mute Mode.
The Mute Mode program selection dialog appears.
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8.

7.

Mute Mode

Select programs that you would like to terminate while in Mute Mode.

Browse...

Program name -
23 AM

K@ Character Map

& Command Prompt

. Disk Cleanup

& Google Chrome

9 Immersive Control Panel

/& Intemet Bxplorer

El -
Figure 162. Mute Mode Program Selection List

Select the program(s) you wish to terminate in Mute Mode, then click OK. The

program(s) you wish to terminate are added to the list.

Mute Mode

@[ = x

Mute Mode temporarily stops non-critical notifications from intermupting you while you
are busy gaming or doing important work. You can easily turn on Mute Viode via the
system tray menu. To ensure that you don't miss anything important, you can only stay
in Mute Mode for up to 24 hours. Your device is still fully protected in this mode.

Start Automatic Mute Mode while in full-screen mode

Start Manual Mute Mode from now for | 2 hours - @
Disable Windows Update Mute Mode (D)

Terminate Program List
Vou can define programs to terminate automatically whenever you Mute Mode.

Terminate programs whilein: | Manual Mute Mode -

+ Add Remove

Program Name.

& Intemet Explorer

..... El -
Figure 163. Mute Mode Program Selected List

GLv1.0

Click OK to complete the setup. A popup appears, telling you that Mute Mode is ON
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) Antivirus+ S~
< Device

Security Settings

v Configure
u_ Real-time Scanning On
Web Filtering On
Mute Mode off T
L@J Temporarily stop non-critical notifications while you are doing
N/ animportant tas
Protect Another Device Choose
Extend your protection beyond this computer

Antivirus+

Q) Mute Mode is ON

Now you will not be interrupted by non-critical
notifications or scheduled scans for 2 hours,

Change settings

Don't show this again

Trend Micro Antivirus+ ¢ Mute Mode is ON| @ W&o v B

Figure 164. Mute Mode is ON Popup

9. Click OK to complete activation of Mute Mode. Mute Mode shows as On in the Device

window.
TREND MICRO o7 M (1)
Chis Feedback (2)» @)~ - X
@Antlwrus+ o e
< | Device
Security Settings Configure
V- Scanning on
=
Web Filtering On
Mute Mode On Configure
@ Temporarily stop non-critical notifications while you are doing
N/ snimportant task.
Protect Another Device Choose
Extend your protection beyond this computer.

__
Figure 165. Mute Mode On

10. Click Configure again, then toggle Mute Mode to Off to turn it off before the allotted
time has expired.

Device: Protect Another Device

Trend Micro Antivirus+ Security provides a subscription for one Windows device, but also
lets you switch your protection to another Windows device. When you do so, you lose
protection on the first device.

Go to Protect Another Device: PCs, Macs, Android and iOS Mobile Devices for more details.

o
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Privacy: Social Networking Protection

98

All editions of Trend Micro Security provide Social Networking Protection to keep you safe
from security risks when visiting the most popular social networking sites such as Facebook,
Twitter, Google+, LinkedIn, Mixi, MySpace, Pinterest, and Weibo. In Facebook, you can also
warn a friend when a link is dangerous. The function is turned on by default in Trend Micro
Antivirus+, Internet Security, and Maximum Security, automatically activating the Trend
Micro Toolbar.

To use Social Networking Protection:

TREND MICRO 7 @ @v -
) Antivirus+ Yreetoack O~ @ %
(1
= )
Device Privacy Data Family
SCAN v
Lo 0))
@ Protected
You have access to the latest protection.
@) Protect Another Device Expires on 7/15/2018

Figure 166. Console > Privacy

To configure Social Networking Protection, click Privacy in the Console. The Privacy
screen appears, with the Social Networking Protection panel at the top.

TREND MICRO e @~ | —
%) Anfivirus+ - @ ®
< | Privagy
Social Networking Protection On Conraut

K} seeata glonce which inks shared on popular social media sites
lead to safe or risky web pages

]

@ Safe

y  Pay Guard Open

_U /|  Protect yourfinancial transactions while onling banking and
D) chopping on your defautt browser.

.
Figure 167. Social Networking Protection

Click Configure. The Social Networking Protection toggle screen appears.

™
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Sodial Networking Protection @ | = x
ocial Networking Prof ity risks when visiting the most
@ Protected Web Browsers:
e Internet Explorer [V
‘ Firefox [V]
T crome V]
e Microsoft Edge [}
9 TREND ok Cancel

Figure 168. Social Networking Protection On

3. Social Networking Protection is turned On by default and the browser(s) installed on
your system are shown. Trend Micro Security protects Internet Explorer, Firefox,
Chrome, and Edge on the PC. If you wish, click the slider from On to Off to disable the
function. Trend Micro does not recommend this.

4. Open your browser, select the Trend Micro Toolbar, and note that Rate links on web
pages is selected by default.

L man.com Tocidie - ¢/ seanch o-
[ Msi | Outiook, Office. Sky.
% | 8] et Nicr ool =

¥ Ratelinks e mouseover
Openin Pay Guard.
Setting
Help

L websearch sgnn Kb @ EN

‘ |

Q sope B sromis

Today's \

3.11%

APR 15 Year Fixe

Select Loan Amount

é :
$225,000

SONOMA/74F #  NEWS ENTERTAINMENT SPORTS MONEY LIFESTYLE  HEALTH

Figure 169. Rate Links on Web Pages

5. Select Rate links on mouseover to enable the feature. Now, when you mouse-over a
link in search results, Trend Micro Security will scan it in real-time and provide you with
a rating and details about it.

Note: Trend Micro Security for Microsoft Edge will not display these menu items,
though they’re still working in the background by default.

S 99
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Figure 171. Dangerous Trend Micro Page Rating
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Simply position your mouse over the checkmark to view details about the rating.

If you click on a bad link, you’ll be blocked.
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® Website Blocked by Trend Micro Antivirus+
Dangerous Page

Threat Type: Matware Accompice

e 4871 ot s, s

Figure 172. Dangerous Page
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8. You can still open the page by clicking Still want to open this page, despite the risk?

Trend Micro doesn’t recommend this.

9. The same link ratings and mouse-over functions are available from within supported
social networking sites. Note too, that when a URL posted on Facebook is rated as

dangerous by Trend Micro Security, you can warn your friend about it.

iy i st e o

Figure 173. Dangerous URL on Facebook Detected by Trend Micro Security

10. Below the dangerous URL, click the link Warn your friend about this post. Trend Micro

Security adds the warning to the comment field.
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Figure 174. Warn a Friend About the Dangerous URL
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Click Enter to post the warning. Trend Micro Security posts the warning along with a
Welcome link from Trend Micro. The user is advised to remove the dangerous link and

to scan their computer for security threats.

[5) paane status T3] Add Photos/videa
What's on your mind? 5 3 mpcoming birthdays
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Figure 175. Dangerous URL Warning Posted on Facebook

=—

om
22
o;U



Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

Privacy: Pay Guard

All editions of Trend Micro Security provide Pay Guard, which helps keep you safe from
security risks when banking or shopping online with Chrome, Firefox, or Internet Explorer.
When you open Pay Guard, its powerful protection features are applied to your default
browser automatically.

Note: If you use Edge as your default browser, Pay Guard will launch a protected version
of Internet Explorer.

Pay Guard protects all the data in your financial transactions, including credit card
information and personal data. With Pay Guard, all the extensions in your default browser
are turned off. Security-related extensions, such as Trend Micro Toolbar or Password
Manager, can be added later, or others, if you choose. The next time you use Pay Guard,
they’ll be loaded also.

To open Pay Guard:

1. Double-click the Pay Guard shortcut on your Windows desktop.

Fo

Pay Guard

Figure 176. Pay Guard Shortcut

2. Trend Micro Pay Guard opens, using the protected version of your default browser.

R Trend Micro Pay Guard

=Y

@

)

BOEmMaac D @ O Tendbic Amiune [ R B

Figure 177. Trend Micro Pay Guard (Chrome Example)

3. Note the Exclamation Point in the upper right-hand corner of your browser. This
indicates a New extension added (Trend Micro Toolbar), which may be activated within
Pay Guard to increase your protection.
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W Trend Micro Pay Guard
—_ [ R—

3 mene

Figure 178. Notice of New Extension Added (Trend Micro Toolbar)

4. Select the notice to enable Trend Micro Toolbar. A popup appears, letting you know an
extension is seeking activation that may change the way Chrome works.

]

Figure 179. Enable Extension > Trend Micro Toolbar

5. Click the button Enable Extension to enable Trend Micro Toolbar.
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Trend Micro Pay Guard

3 rmene

@

Figure 180. Pay Guard > Trend Micro Toolbar

6. Trend Micro Toolbar is activated within Pay Guard and will be present whenever you
launch Pay Guard. You can also increase your protection further in Trend Micro Toolbar
by selecting Rate links on mouseover.

7. Browse to your bank or to a commercial site where you may wish to conduct financial
transactions and sign in as you normally would. Pay Guard protects you against browser
injections and other threats to your identity or security.

Note: Trend Micro Maximum Security also automatically enables Trend Micro Password
Manager as a second extension you may install into Pay Guard, to ensure you use
strong passwords when conducting online transactions. See the section on Trend
Micro Maximum Security > Password Manager > Pay Guard for more details.

W Trend Micro Pay Guard

Password Manag

)

L

Figure 181. Pay Guard > Password Manager

8. You may also launch Pay Guard from the Trend Micro Security Console.
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TREND MICRO . o
@ Antivirus+ i reedback @~ @ X
=) )

Device Privacy Data Family

© Protected

You have access to the latest protection,

(@) Protect Another Device

Figure 182. Trend Micro Security Console

9. Once the Console is open, simply click the Privacy icon. The Privacy screen appears,
with the Pay Guard panel second in the list.

TRENDMICRO
@ Antivirus+
< Privacy

Social Networking Protection On

K)  seeata giancewhich inks shared on popularsocial media sites
lead to safe or risky web pages.

Configure

)

& safe

a PayGuard
_U | Protectyourfinancial transactions while online banking and
=8 Lopping on your defaut browser.

open

_d
Figure 183. Privacy > Pay Guard

10. Click Open in the Pay Guard panel. Pay Guard launches, ready for you to safely conduct
your online transactions.

e X+

P Trend Micro Pay Guard

3 e

Figure 184. Trend Micro Pay Guard Launched From Console
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Data: Folder Shield

In the Data window, you can configure Folder Shield to your specifications.

To configure Folder Shield:

1. Open the Trend Micro Security Console.
) Sttt Brwas @ @ = X
=] %)
Device Privacy Data Family
fo )
@ Protected
You have access to the latest protection.
@ Protect Another Device Expires on
Figure 185. Console > Data
2. Click the Data icon. The Data screen appears.
e Preeback D= @+ — X
< | Data
== Folder Shield Off Configure
@ Prevents ransomware from taking your files hostage by adding
extra security to selected folders.
Figure 186. Data | Folder Shield
3.

(P TREND

GLv1.0

Click Folder Shield > Configure to configure the settings. The Introduction screen

appears.

o

107



Trend Micro™ Security 2020 for Windows — Product Guide

108

Folder Shield

— Introduction
Vour Trend Micro security software can prevent ransomware from maliciously encrypting
yourfiles and holding them hostage until you pay the attacker. Folder Shield adds an
extra layer of defense that limits access to files within the protected folder.
Whatis ransomware?

Ransomware can lock you out of your computer or prevent you from opening important
personal files until you pay a ransom to the attacker.

How does Folder Shield work?

Simply select folders you want to protect and Folder Shield will keep the files inside safe
from ransomware attacks. Your Trend Micro security software will notify you if suspected
ransormware tries to access files protected by Folder Shield.

Do not show this introduction again

%) TrRene ox

Figure 187. Folder Shield Introduction

Click OK to close the Introduction. The Choose Folders You Want to Protect window

appears.

Folder Shield

Choose Folders You Want to Protect

-

©

Protected folders:

C:\Users\ohn Doe\Documents
c

C\Users\ohn Doe\Pictures

John Doe\OneDrive

e

(@ Protect More

Protect all connected USB drives

) 1rene Bl -
Figure 188. Choose Folders You Want to Protect

Click the X button for any folders you wish to delete from the Protect Folders list.

Click the Protect More link to add folders to the Protected Folders list. A window
appears letting you Choose Folders to Protect.
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Choose Folders to Protect

Select the folders that contain files you want to protect. Learn more
OneDrive
Pictures
Saved Games
Searches
—_ Videos
Public

® Windows10Upgrade

Figure 189. Choose Folders to Protect

7. Scroll up or down to choose the additional folder(s) in the Folder Tree. For example, you
can select the main User’s folder (this should be your name) to protect all folders for
that User; or you may select additional individual folders for protection.

8. In this example, we choose Videos. Click OK to save your selection.

Folder Shield ®@ | — x

Choose Folders You Want to Protect

e . BN o
Figure 190. Videos Added

Note: If you select the main user’s folder, you may encounter additional warning
popups under certain conditions. Don’t worry! If you follow the rules given below
for adding programs to the Trusted Program List, you’ll still keep yourself safe.

9. Videos now appears in the list. Click Next to complete the setup and your Folder Shield
protection is turned on.
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10.

11.

110

] |
Folder Shield D =X
Your Folder Shield Protection is ON
Allthe fi protected by Folder Shield.
e
e [ oone|
| _— |

Figure 191. Your Folder Shield Protection is ON

malware changes.

GLv1.0

Click Done. Your folders and files are now well protected from ransomware and other

If you wish to manage your protected folders, click Configure again. The Protected

Folders list appears, with a new button Manage Folders appearing in the window.

Folder Shield

tofiles e der Sh

e
files if notn jnize the
You can also add a program te the Trusted Program List.

# Manage Folders

Protected folders
C:\Users\John Doe\Documents
C:\Users\John Doe\OneDrive

C:\Users\John Doy

C:\Users\John Doy

Protect all connected USB drives

Figure 192. Manage Folders

You will be notified if any unknown pregrams try to open or make unauthorized changes
d by ield, You can block these programs from accessing your

@ - X

[oRoRCRe)

EEER

“ Sncel

12. Click Manage Folder to view the Protected Folders list again. The Choose Folders to
Protect > Folder Tree opens again so you can add more folders.

13. You can also click the link Trusted Program List to add a trusted program to a list of
applications that can access protected folders. The Trusted Program List appears.

9
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Trusted Program List

Add programs to the Trusted Program

+ Add

Remove

Program Name

List to allow them to access protected folders.

a  From

Figure 193. Trusted Program List

Cancel

GLv1.0

14. Click + Add to add a program. A dialog appears, letting you Add an Item to the list.

Add an ftem
¥ Browse.. 1

Browse..

cancel

Figure 194. Add an ltem

15. Click Browse, then navigate to the Program Files folder on your computer.

%) Open

' g

Quick access

Desktop
(o]
Libraries

W

This PC

Network

Look n: | i Local Disk ()

Name

Perflogs
Program Files

Program Files (x86)

Users.

Windows
Windows10Upgrade

<

File name:

Fies of type:

X
~] @ m-
- Date modified Type
I1B/2017203PM  File folder
T12/2017 £30PM  File folder
7122017 1203PM  File folder
4/19/20171240PM  File folder
T12/201T 114D AM  File folder
4/19/2017 1249 PM  File folder
>
aimtb Server ~] [open
Applications (" EXE) v Cancel

Figure 195. Local Disk (C:) - Program Files

16. In the Program Files folder, double-click folders to open them, until you locate the
program you wish to add.
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17.

18.

112

/%) Open X
Look in: [ || AIM Taolar v @@ mr
* Mame - Date modified Type
[ simtbServer 12/17/20157:17AM  Applicatic
Quickaccess [, ninctall 12/17/20157:22 AM  Applicatic
Desktop
n
Libraries
This PC
L 4 ,
Network
il name: aimtbServer v [open
Fies of type Boplications (" EXE) - Cancel

Figure 196. AIM Toolbar
Addanltentv.

Browse.. | C\Program Files\AIM Tool.\aimtbServer.exe

Figure 197. Add an ltem

GLv1.0

Select the Application, click Open to add it, then Ok to complete the process. The

program appears in the Trusted Program List.

Trusted Program List @ - X

Add programs to the Trusted Program List to allow them to access protected folders

+ Add Remove
Program Name +  from
Ci\Program Files\AIM ToolbaraimtbServ.,  AOL Inc.

e e -

Figure 198. Trusted Program List

Click Done, then OK to close the Folder Shield Configure window. Your program is now

added to the Trusted Program List.
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How Folder Shield Works

Example 1:

1.

Now, what if a program that’s not in Trend Micro’s list of known good programs, such as
encrypting ransomware, unexpectedly tries to change any files in your protected folder?

2. A popup will appear, asking if you want to Block this program. Because you also have
the option to Trust this program, what should you do?
InternetSecurity ® x
Block this program?
BitCryptor.exe is trying to open files protected by Folder
Shield.
If you do not recognize this program, Trend Micro
suggests blocking it from accessing your files,
Trust this program
% 17enn =N
Figure 199. Block this program?

3. Inasetting where you're just doing a search, or browsing a website, or watching a video
and the pop-up appears, it’s quite likely that malware or ransomware is trying to install,
to maliciously change or encrypt your files. In this case, Block is the recommended
action.

4. Note too, that even if the program trying to execute shows up under a familiar name—
such as winword.exe (for Microsoft Word), excel.exe (for Microsoft Excel), or
photoshop.exe (for Adobe Photoshop), you should also click Block.

5. Malware or encrypting ransomware can disguise itself under familiar program names
and the unexpected nature of the event that triggered the popup is a clue that it’s
probably dangerous.

Example 2:

1. But what if you're just trying to open a file in your protected folder and the popup
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appears, asking you if you want to Block this program?
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73 TREND ﬁ

MaximumSecurity ® x

Block this program?

Editor.exe is trying to open files protected by Folder
Shield.

If you do not recognize this program, Trend Micro
suggests blocking it from accessing your files,

Trust this program

Figure 200. Block this program?

2. Evenin this case, you should generally accept Folder Shield’s judgment and click Block
to stop the action.

3. So, when should you click Trust this program? Because trusted programs are
automatically added to the Trusted Program List, potentially exposing you to risk, you
should only click Trust this program under one or more of the following conditions:

If you remember downloading, installing, and using the program before.

If the program was downloaded from a reputable site, such as CNET’s
Download.com, which tests all software submitted to the site for malware before
posting.

If you’ve done your research and have determined that the software has a known
good reputation, as given on the official download page, along with frequently
asked questions (or F-A-Qs) and/or a Support page, and does not appear in any
websites that list malicious software.

If it’s software that you have developed personally or internally for organizational
purposes.

4. Inthis last instance, you may wish to file a reclassification case to Trend Micro Support,
so the program will not be blocked by default by Folder Shield. Go here to find out how

to do that: [Reclassification Requests]

5. Orgo here for advice if you’re worried you may be under attack by ransomware:

[Ransomware Support]
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6. After a few moments, if you don’t click Block, Folder Shield will block the program
anyway. The popup will change to Programs Blocked, and the Trust this program link
will change to More details...

InternetSecurity @ x

w Programs Blocked

The pragram below tried to open files protected by
Folder Shield. Trend Micro Internet Security stopped it
for your protection,

Name: BitCryptor.exe

More details...

e o]
.....

Figure 201. Programs Blocked

7. Click More details... to get more details on the programs blocked and the targeted file
or files. The Logs window appears.

Figure 202. Details

8. The Details panel will show the Name of the program blocked, the Response taken, and
the Targeted file or files.

9. If you click Unblock, the program will be added to the Trusted Program list. As
mentioned, if you do this, you could open yourself to a security risk now or in the future.

10. Click the right-arrow to close the Details panel and view the Folder Shield log table, with
the Date/Time of all incidents, the Name of the offending program, and the Responses
shown in the table.
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| fBymene dose |

Figure 203. Folder Shield Logs

11. Click Export if you wish to export the table for future reference or for troubleshooting

with a Trend Micro Support expert.

12. Click Close to close the table, then OK to close the warning popup.

Family: Upgrade Now

Keep your family safe online by upgrading to Trend Micro Maximum Security for Parental

Controls.
To get Parental Controls:
1. Open the Trend Micro Security Console.

s B - @ | = X

o ® &= w

Device Privacy Data Family

© Protected

You have access to the latest protection

@) Protect Another Device

Figure 204. Console > Family

2. Click the Family icon. The Family screen appears.
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TREND MICRO o A B
>, ) Feedback (2)+ @~ — X
2 Antivirus+ i DD
< | Family
P Keep Your Family Safe Online Upgrade Now
By upgrading from Trend Micro Antivirus+ to Trend Micro
! Maximum Security edition, you will receive the following

benefits:

« Restrict o filter kids' access to websites and programs
« Help manage online reputation of your children
« Block inappropriate images in web search results

_d

Figure 205. Family

1. Click Upgrade Now and follow the online instructions to upgrade to Trend Micro
Maximum Security to enable Parental Controls.

2. By upgrading to Maximum Security, you can
e  Restrict or filter kids’ access to websites and programs
e Help manage online reputation of your children

e Block inappropriate images in web search results.
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Chapter 5: Trend Micro Internet Security

This chapter provides detailed instructions for configuring and using Trend Micro Internet
Security.

Protection Overview

Trend Micro Internet Security provides everything included in Trend Antivirus+ Security,
but adds some significant protections and tools, outlined below. To enable all functions, you
need a paid version of Internet Security.

X

Welcome to Trend Micro Internet Security

Protect Yourself from Ransomware

3 B
w” 0 S,
W <

Folder Shield helps prevent ransomware from maliciously encrypting your files and holding them hostage
until you pay the attacker. Setup Forder Shield to select which folders you want to protect.

Do not show this again

@ TREND Setup Folder Shield Close

Figure 206. Trend Micro Internet Security Welcome Screen

TREND MICRO o "7'7 e _
@InternetSecurlty Hreedback @~ @ %

O ® ® &

Device Privacy Data Family

© Protected

You have access to the latest protection.

(@) Protect Another Device

Figure 207. Trend Micro Internet Security Console
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®

Extend your protection beyond this computer.

TREND MICRO % (D~ (1)
; Feedback (2~ ()~ - X
/] InternetSecurity L - @
< | Device

Security Settings Configure
Real-time Scanning On
Web Filtering On
PC Health Checkup Start
Optimize the performance of this computer.
Mute Mode off Configure
Temporarily stop non-critical notifications while you are doing
animportant task,
Protect Another Device Choose

.

Figure 208. Device > PC Health Checkup

Stop hackers and spyware from stealing sensitive data. Keep
children from sending out personal information online.

’ TREND MICRO o
H 7| Feedback - - - X
% InternetSecurity © @@
< | Privacy
° Privacy Scanner On Configure
\ Avoid sharing too much personal information on social
networking sites and adjust your web browser settings to help
safeguard your privacy.
Social Networking Protection On Configure
v See st a glance which links shared on popular social media sites
3 lead to safe o risky web pages.
w  PayGuard e
_g )  Protectyourfinancial transactions while online banking and
shopping on your defautt browser,
@] Data Theft Prevention Off Configure

_d

Figure 209. Privacy > Privacy Scanner | Data Theft Prevention

Data

TRENDMICRO o
@ InternetSecurity 17 Feedback

Folder Shield off

Prevents ransomware from taking your files hostage by adding
extra security to selected folders.

Configure

CEE

Secure Erase Off

Erase sensitive files so that nobody can recover them.

Easily sign into websites without having to remember multiple

passwords. Works across multiple devices.

Configure

e

Figure 210. Data > Secure Erase | Password Manager Free Trial

GLv1.0
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TREND MICRO o =
: Feedback (? - X
@InternetSecumtv [ Feedbac
<  Family
s Parental Controls Off Configure
Limit which software and websites your kids may use, monitor
! the online activities of children, and block inappropriate images
in web search results.
Figure 211. Family > Parental Controls
Trend Micro Internet Security ®@ | x

Protect Another Device

Protected Devices
You can protect 2 more devices (up to a maximum of 3 devices).

Click ¥ to add another device or scan your network to find devices

B oG

VM - TIS 202...

. Add a device Add a device
(this device)

9 Trene Close

Figure 212. 3-Device Option — Windows and Mac

Note: Trend Micro Internet Security has additional features beyond Trend Micro
Security Antivirus +. These include

Device: Smart Scheduled Scans, PC Health Checkup

Privacy: Privacy Scanner, Data Theft Prevention

Data: Secure Erase and Free Trial Offer for Password Manager
Family: Parental Controls

Additional Seats: 3-Device Option — Windows and Mac: Protect 2 more devices or
scan your network to find devices.
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ADDITIONAL TOOLS FOR TREND MICRO SECURITY INTERNET SECURITY PAID VERSION
Smart Schedule Scans

Trend Micro Internet Security provides a new way to conduct scheduled scans with its Smart
Schedule. Based upon recent computer usage, the most suitable scan will start automatically
at an appropriate time.

PC Health Checkup

Trend Micro Internet Security adds the PC Health Checkup, which can improve PC
performance by cleaning up temporary files, registries, and the Start-up Manager. It also
checks for potentially incompatible programs (PIPs). Reports provide information on how
your computer has been optimized.

Privacy Scanner

Trend Micro Internet Security adds Privacy Scanner for Facebook, Twitter, and LinkedIn, and
the Internet Explorer, Google Chrome, and Mozilla Firefox browsers. The Privacy Scanner
scans your privacy settings, alerts you to settings that expose you to potential identity theft,
and lets you automatically change them.

Data Theft Prevention

With its Data Theft Prevention feature, Trend Micro Internet Security allows you to prevent
data leakage (from email and instant messaging tools) or data theft (from tools such as
keyloggers).

Secure Erase

Trend Micro Internet Security also adds Secure Erase, which shreds computer files that have
sensitive information, making it impossible for an unauthorized person to recover them.

Parental Controls

Trend Micro Internet Security allows parents to restrict access to websites by users, rule
sets, and categories. Parental Controls also gives parents the ability to limit the amount of
time their child is allowed to use the Internet. Trend Micro Security’s Parental Controls tap
into Windows User Accounts, assigning each rule set to a specific user.

Password Manager

Trend Micro Internet Security provides easy download access to a Free Trial 5-account
version of Trend Micro Password Manager, which helps you to manage all your online
credentials. Trend Micro Security users can buy the full version for unlimited password
management.

Protect Another Device: Windows and Mac

Trend Micro Internet Security’s allows you to protect up to three Windows and Mac devices.
For example, when you click the Mac icon in Protect Another Device, you can email an
install link, copy a link, or directly download Trend Micro Antivirus for Mac. You can also scan
your network to find other devices to protect.

#®, TREND.
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Device: Security Settings: Security & Tuneup Controls >
Scheduled Scans > Smart Scheduled Scan

Trend Micro Internet Security provides a new way to conduct scheduled scans with its Smart

Schedule. Based upon recent computer usage, the most suitable scan will start automatically
at an appropriate time.

To view Smart Schedule scan:

TREND MICRO 7 @ @~ | =
% InternetSecurity Hreecback @~ @ X
)
(=] i)
Device Privacy Data Family

© Protected

You have access to the latest protection.

(@) Protect Another Device Expires on 7/18/2018 ‘

Figure 213. Trend Micro Internet Security Console

1. Inthe Trend Micro Internet Security Console, click Device. The Device window appears.

TRENDMICRO . £ 3 @)~ _
/] InternetSecurity Eireedback D~ @ ¥
< Device

Security Settings Configure

IE

Real-time Scanning On

Web Filtering On

PC Health Checkup

Start
Optimize the performance of this computer.

Mute Mode off

Configure
Temporarily stop non-critical notifications while you are doing
animportant task.

Protect Another Device

Choose.
Extend your protection beyond this computer.

@OeeE

.
Figure 214. Device

2. Click Configure in the Security Settings panel. The Security & Tuneup Controls window
appears, with Scan Preferences selected by default.
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Protection Settings H =X

Security 8 Tuneup
Controls

nternet & Email Contrals

Exception Lists

Pratection level

Figure 215. Security & TuneUp Controls > Scan Preferences

3. Click Scheduled Scans. The Scheduled Scans screen appears.

7] Conduct » schedused scan of the computer

* Smart schedule
Based on mpat

cific schedule

nternet & Email Controls

Exception Lists

Othar Settings

Figure 216. Scheduled Scans > Smart Schedule

4. Observe that Smart Schedule is chosen by default. If you leave this setting as is, Trend
Micro Internet Security will itself decide, based on your recent computer usage, when
the most suitable scan (Quick or Full) should be conducted.

5. Alternately, you may Set a specific schedule, along with Scan type (Quick or Full), as
described in the previous chapter.

6. The option Notify me before a scheduled scan starts is turned on by default. Uncheck
the checkbox if you do not wish to be notified.
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Device: PC Health Checkup | Security Settings

Trend Micro Internet, Maximum, and Premium Security provide a PC Health Checkup that
can help you recover disk space, make Microsoft Windows start faster, clean up your instant
messaging history, and optimize your computer’s performance. You can also plan scheduled
tune-ups that can automatically keep everything running smoothly.

Note: PC Health Checkups are automatically performed whenever you do a Quick or Full
Scan, but you can also conduct a PC Health Checkup on its own.

Perform a PC Health Checkup
To perform a PC Health Checkup:

1. Click Device > PC Health Checkup > Start in the Console.

TREND MICRO o @ @D~ g
@InternetSecur\tv B reedback (D~ @ %

< | Device

Security Settings Configure

i

Real-time Scanning on

Web Filtering On

PC Health Checkup

Start
Optimize the performance of this computer

®

Mute Mode off
il

Configure
Temporarily stop n
animportant task.

on-critical notifications while you are doing

Protect Another Device

Choose
Extend your protection beyond this computer,

@

.
Figure 217. Device > PC Health Checkup

2. A PC Health Checkup scan begins immediately, showing the progress of the
optimization.

B internets

Figure 218. Device > PC Health Checkup > Start

3.  When the scan completes, a Results screen appears, providing an indicator of your
Optimization Level—in this case, Very Good, suggesting possible improvements.
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® -x

Optimization Levek 3

Very Good

/ﬁ\ S
¢
.

Show Details =3

3 1rene 5

Figure 219. PC Health Checkup Results

4. Click Make Improvements to make the improvements. PC Health Checkup makes the
improvements to your system.

5. You can also click Show Details to obtain more details about the suggested
improvements. The Details screen appears.

Results 2 - X

& Remove potentially incompatible programs (@
Mo incompatible program foun

{17y Reduce Computer Startup Time

Figure 220. PC Health Checkup Details
6. Details include the following:
e  Fix Security Vulnerabilities
e Remove potentially incompatible programs
e Reduce Computer Startup Time
e Regain Disk Space
e  (Clean Privacy Data

7. Again, click Make Improvements to make the improvements; the results will be
displayed.

8. Click Back to return to the Optimization Level window. The level will be adjusted to
show your improvements.
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’J!“F'f? Feel ree to close this window Close

Figure 221. Optimization Level: Excellent

9. Click Close to close the Optimization Level window. This returns you to the Device
Settings window.

Configure PC Health Checkup
To configure PC Health Checkup:

1. Back in the main Console screen, click Device > Security Settings > Configure. The
Protection Settings screen appears, with Security & Tuneup Controls > Scan
Preferences shown by default.

2. Click PC Health Checkup to configure its settings.

Protection Settings D - x

Other Settings

Restore Default Settings oK Cancel

Figure 222. PC Health Checkup Settings

3.  You can define how PC Health Checkup works by checking/unchecking a Security
Vulnerability or Unneeded System Files item. All items are checked by default.

>Check for security vulnerabilities
e  Windows Update
e  Firewall Protection

e Internet Explorer
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e User Account Control Settings
e  Flash Player Update

>Check for unneeded system files
e Temporary Windows Files

e  Windows Update history

e Temporary web browser files

e Temporary application files

Recycle Bin contents

>Check for potentially incompatible programs. Uncheck to disable this in your PC
Health Checkup.

>Include PC Health Checkup with Quick Scan and Full Scan. Uncheck this to disable
PC Health Checkup with Quick and Full scans.

4. Click Apply to apply any changes.

Security Report: PC Health Checkup

Once you have conducted one or more PC Health Checkups, you can view a PC Health
Checkup Security Report.

To view a PC Health Checkup Security Report:

1. Open the Trend Micro Security Console.

TREND MICRO ” @ ®- | —
) internetsecurity Wreedvack @~ @ X
)
| )
Device Privacy Data Family
scan ) - Y
2Q
@ Protected
You have access to the latest protection

(@) protect Another Device Expires on 7/18/2018 '

Figure 223. Security Report Tool

2. Click the Security Report tool. The Security Report appears, with Security Threats
selected by default.
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6.

128

Security Report @ - %

Security Threats  PC Health Checkup  Parental Controls

Security Threats Summary
Protecto 2016

[

@0
ransomware threats
found

Folder Shield access
attempts

= No ransomware threats found.

Find out yourselffrom from here,

web threats filtered

Qo

computer threats found

[MEY | cose |

Figure 224. Security Threats
Click the PC Health Checkup menu item to display a Report.

Security Report @ - x

Security Threats  PC Health Checkup  Parental Controls

Space, Startup Time. and Privacy Data | checkNow |

u]
Obytes ‘
space recovered

D
4"/ 0 seconds
startup time saved No space has been recovered lsst month

[2)] 1 progem

privacy data safety
confirmed @)

%) 1Rene [ cose |

Figure 225. PC Health Checkup Report

Click See more details to obtain tabular data on Security and PC Health Checkup results.

Logs ® o x

/P, TREND Clase

Figure 226. PC Health Checkup Logs

Use the View drop-down menu to view different logs, including Regain Disk Space and
Clean Privacy Data.

Click Export to export the log in .CSV or .TXT format.
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7. Click Parental Controls to see the report on Parental Controls. (Not yet set up. Click Set
UP to set up. See Family: Parental Controls for the setup process.)

Security Report @ - x
Security Threats  PC Health Checkup ~ Parental Controls

Blocked Websites Summary

JSR— Account: | Al -

@ websites blocked

Set up Parental Centrols to help protect your kids from inappropriate
websites

73 1REND close
Figure 227. Security Report for Parental Controls

8. Monthly Security Reports are automatically generated by Trend Micro Security and
emailed to you at the email address you used to create your account. Your monthly
report includes

o Alist of Computers Protected in your account
e A Threat Summary, including the various types of threats detected

e A PC Health Checkup, including amount of space recovered and seconds saved at
startup

e  Parental Controls, including violations of web and usage rules

e Aninvitation and button to protect other devices, the number of which depends
upon your active Trend Micro licenses.

Device: Protect Another Device

Trend Micro Internet Security provides a subscription for three Windows or Mac devices.

Go to Protect Another Device: PCs, Macs, Android and iOS Mobile Devices for more details.

Privacy: Privacy Scanner: Social Network Privacy & Web
Browser Privacy

The Trend Micro Security Privacy Scanner works with Facebook, Twitter, and LinkedIn and
supported PC browsers (Internet Explorer, Chrome, and Firefox). It’s turned on by default in
Trend Micro Internet and Maximum Security. The default setting also turns on the Trend
Micro Toolbar, which can be used to launch the Privacy Scanner.

NOTE: Make sure the Trend Micro Toolbar is already enabled in your browser before you
try to use the Privacy Scanner. See Enable Trend Micro Toolbar for details.
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To use the Privacy Scanner:

1.

130

Double-click the Trend Micro Security shortcut on the desktop to open the Trend Micro

Security Console. The Trend Micro Security Console appears.

TREND MICRO oy % Pai _
¥ InternetSecurity & reedvack @D~ @ X
=] it

Device Privacy Data Family

© Protected

You have access to the latest protection,

(@) Protect Another Device Expires on 7/18/2018

Figure 228. Trend Micro Security Console > Privacy

Do one of two things:

In the main Console window, click the Privacy icon. The Privacy window appears.

TREND MICRO o -
6 . Feedback ( - X
% InternetSecurity =
< | Privacy
® Privacy Scanner On Conflgure
Y Avoid sharing too much persenal information en social
v networking sites and adjust your web browser settings to help
safequard your privacy
Social Networking Protection On Configure
Vi See at a glance which links shared on popular social media sites
' lead to safe or risky web pages.
3 PayGuard Open
_LU/p,| Protectyourfinancial transactions while online banking and
3 JJ shopping on your default browser.
= Data Theft Prevention off Configure
= Stop hackers and spyware from stealing sensitive data. Keep
children from sending out personal information online.

Figure 229. Privacy > Facebook Privacy Scanner

Click Configure in the Privacy Scanner panel. The Privacy Scanner window appears.
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Privacy Scanner Q| = -

O

jtter, and Linkedin to help ensure

that strangers do not track

/9 TREND ok Cancel

Figure 230. Privacy Scanner window

4. Ensure the slider is On and click Check Now in the Social Network Privacy panel.
OR:

5. Open your browser and select the Trend Micro Toolbar > Check your online privacy.

@
« Ratelinks on web pages
Rate links on mouseover

Open in Pay Guard

Check your online prix‘acy‘E

Settings

Checkyour onlin privacy

Help

Figure 231. Check your online privacy

6. Both actions take you via your browser to the Trend Micro Privacy Scanner webpage,
with the Facebook sign-in panel shown by default.

Facebook Privacy Settings
To check your Facebook Privacy Settings:

X ® " - 8 x

® PrivacyScanner

| 1
v 2 n
o Sign in to check your privacy
=)

Figure 232. Trend Micro Privacy Scanner | Facebook

1. Inthe Privacy Scanner page, click Sign In. Trend Micro Security automatically takes you
to the Facebook login website.
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Recent Logins Create a New Account

Click your picture or add an account. It's quick and easy.

Add Account

emale

Male  Cusiom @

Figure 233. Facebook Login Webpage

Sign in to your Facebook account. The Facebook News Feed page displays, showing
Trend Micro Security’s Privacy Scanner for Facebook.

— o x

X | @ Py Siose X B (0 Fetonk x I

N T—

1 Privacy Concerm Found

* 8
a &

il - .

Figure 234. Facebook > Check My Privacy

Click See Scan Results. Facebook returns the results, indicating when you have privacy
concerns.

. T s - x
o AR . “e

B LognSen o

® PrivacyScanner

| B L ‘ You have | privacy concern
[ o ]

Strangers can easily track you

Figure 235. Facebook Privacy Concerns

If you have concerns, click Fix All to fix all the concerns at once using the Trend Micro
Security recommended privacy settings, or select the drop-down settings menu to fix
them manually. In this example, we’ll choose Fix All. The Fix popup appears.
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Fix All

To help protect your privacy. the following changes will be made o your settings
Settings Current New

© Everyone > ©Fienss

“ Concel

Figure 236. Fix All | Editor

5. Click Fix for the settings with Privacy Concerns. Trend Micro Security changes your
settings and returns the result. In this case, since you accepted the default
recommendations, it returns “Nice work! You don’t have any privacy concerns, but your

friends might need some help...”

——— X | [ 0 Pracy Settingu s Tocs X @) Prreacy Scanne x [ 00 Preacy Settinguana ook % | 4 =
e » Toaib * ®
LS

w0
@F‘ acyScanner
I 1 racebock Nice work! You don't have any privacy
W T concerns, but your friends might need some
s help.
Help your frends protect their privacy
& oteen plrs "’
p— H@6@
.

Figure 237. Nice work!

6. Click the Facebook icon to share a link Trend Micro Security and the Privacy Scanner to
your friends on Facebook. The Share Link screen appears, allow you to share the post

on Facebook.

New Tab % | @ Privacy Scamer % [ Post o Facens x I (10 facebook % | I (001 Prvacy Settgs vt % |+

C @ facebookcom/share

¢ ) Login| Beta Pora

B3 stare on Facebook

A4 Share on & Friends Timsine
G Share in 2 Group

er NeIps protect my prvacy on SOCA networks. Try M MID: VW TEndmicro com
m Share inan Evart
=1 Share on 8 Fage You Manage
= shwens Prvat wassace L '
_ fise Cybersecurity Solutions | Trend

%=

& sokens @ Creckin (@) Fesimaaciviy

@ = NewsFeed &4 Friends ~

N . Story 24 Frenas ~

Post 1o Facebook

cancel

Figure 238. Share to Facebook
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Upper-left popup:

Share to News Feed or Story
Share on a Friend’s Timeline
Share in a Group
Share in an Event
Send on a Page You Manage

Share in a Private Message

GLv1.0

7. Choose an option, or simply click Post to Facebook. The link is posted according to your
choice.

Figure 239. Trend Micro - Shared Link

Facebook App Privacy Settings
Note that the Privacy Scanner also scans Facebook Apps for their privacy settings. When you
use a social networking app on your Facebook page, such as a game, your privacy settings
determine who can see your posts.

To check the privacy settings of your app or game:

1. Use Privacy Scanner to perform a Privacy Scan of Facebook, as explained in the previous
section. Trend Micro Security provides the result.
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Figure 240. Apps (Games) With Privacy Concerns

2. Select Fix All, then Fix in the popup, to fix all your app privacy settings at once, or select
“Who can see each app and its posts?”, then fix each app setting in turn. Facebook tells
you “Nice work! You don’t have any privacy concerns, but your friends might need some
help.”

Jotwmr
I o .
: ;

I

Figure 241. Nice Work! You don't have any privacy concerns.
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Twitter Privacy Settings

To check your Twitter Privacy Settings:

® PrivacyScanner e
B Focnbonk

= =
B Googer Sign in to check your privacy.
) ke

N — a8

Bymexe v

Figure 242. Privacy Scanner | Twitter

1. Click the Twitter tab in Trend Micro Privacy Scanner. The Twitter Log In page opens in
your browser. Click the tab to access it.

v * | @ Py scsner %W LT ®

Log in to Twitter

Figure 243. Log in to Twitter

2. Signin to your Twitter account. Your Twitter Settings page appears.
=

- o ox

H
@
i

<

“m

. Data and permissions

Qoecooams o gen

Figure 244. Twitter > Settings

3. Tap the Privacy Scanner tab. The Trend Micro Privacy Scanner returns the result.
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" B Prscysa W (20 Account / Toit + 0=
0 == = P
P
@ PrivacyScanner
0 ree You have 2 privacy concerns.
»
b — [ ~u |
[ Lkt People can see your personal info
O Strangers can essty ack you
i -
®®®

Figure 245. Twitter Privacy Concerns

4. Asyou did for Facebook, click Fix All or use the editor to edit specific settings. The editor

appears.
Fix All
o help protect your privacy, the following changes will be made to your settings.
Settings Current New
» Go
+ @or
-

Figure 246. Fix All | Settings

5. Click Fix to fix your settings. Twitter requires that you enter your password to make
changes to your account.

For your protection, you must now
provide your Twitter password again to
confirm these changes. Click the button
to proceed.

[]Don't mention this again oK

Figure 247. Twitter Password Request

6. Click OK to proceed. The Save account changes dialog appears.

Save account changes

Re-enter your Twitter password to save changes to
your account.

Forgot your password?

Figure 248. Save Account Settings

7. Re-enter your Twitter password and click Save Changes. Twitter saves the changes.
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8. When the OK dialog reappears, click OK again to ensure you have no remaining privacy
concerns. The Privacy Scanner returns the result: “Nice work! You don’t have any
privacy concerns, but your friends might need some help...”

x @ X WAoo/ T x| w R T a2 X

c o» )
L]

@ PfiVacySo 3nner

Nice work! You don't have any privacy
rns, but your friends might need some

® ® @

Figure 249. Privacy Scanner: No Privacy Concerns

9. Asyou did for Facebook, you can click the Twitter icon to post a link to help your friends
protect their privacy.

LinkedIn Privacy Settings
To check your LinkedIn Privacy Settings:

1. Click LinkedIn in the Privacy Scanner list to begin a privacy scan of LinkedIn. The
LinkedIn Sign In page appears.

[ U

@ E’Fi;f'a:cvSmrl er

| 1 ot m

| | [-EE Sign in to check your privacy.

Figure 250. LinkedIn Sign In
2. Click Sign in to sign in to Linked In.
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€ & linkedincom;

E Apps @ Login|Bea o

Linked[

Welcome Back

tunity. Sig: stay updated on your professional world.

‘ Email or Phone |

Password Show

Fergot passwerd?

New to Linkedin? Join now

Uinknd B 2015 Urer dgreement Prvacy Py Commarity Gudeines  Cooke Folicy  Copyrght P

o Serd Fedoack

Figure 251. Sign In to LinkedIn

3. Enter your LinkedIn email address and password and click Sign In. Linked In opens and a
Privacy Scanner panel appears in your LinkedIn page.

50 0t B Ot of Wy © G T - — — S50 S5O B0 IR Rt T o B

Posn Tw Wy Sb

Worned sbout who sees what you shade on Linkedn? @

B e T e

ER
ol Lprdates and 1hacs beas by conracting wil pecpse you brow Trde
- vl
Wt o o o i e

Figure 252. LinkedIn > Check My Privacy

4. Click Check My Privacy to begin a privacy scan of LinkedIn. Privacy Scanner scans your
privacy settings and returns the result.
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® Privacyscarres

Wi VOU have - privacy concerns.
e s
l 0 — o
[
@ v— 0

A o e s oot vy

L T

Weongers sast ey e

Sy esesceEn
Figure 253. LinkedIn > 4 Privacy Concerns
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As before click Fix All or use the editor to edit each manually. For the Fix All option, the

Fix All dialog appears.

Fix All
o helpprotect your privacy.the folowing changes ull be made to your stings
Settings Current New
« Lot poo when you change your
profie ommendations. or folow @ on s> @or
-

Figure 254. Fix All

Click Fix to fix all the privacy concerns.

. ¥ | B e * | B st Lkatn X ® s x|+
= el TM oclbmsPrvayscanneocal segelndechimiocae=en. & @ | @ 1

B e ‘ Nice work! You don't have any privacy
W Tuitier concerns, but your friends might need same
B ki help.

Help yous 112N Drotect e peivacy

(GIOIO);

Figure 255. Nice Work! No Privacy Concerns

Privacy Scanner returns the result and the familiar “Nice Work!” page appears, where
you can again help your friends protect their privacy by clicking the LinkedIn icon to post

a link.
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8. Trend Micro Security provides ongoing protection for Facebook, Twitter, Google+, and
LinkedIn. At any time, particularly when the social networking site changes any privacy
policies, you can run another Privacy Scan on your social networking pages to check
your privacy settings.

Web Browser Privacy Settings

Trend Micro Security Privacy Scanner scans your Web browsers, including Internet Explorer,
Google Chrome, and Mozilla Firefox, to ensure maximum privacy as you’re browsing the
internet.

1. Toinitiate a browser scan, simply open your preferred Web browser; for example,
Internet Explorer.

B TTr———
[ » [ j—— "
[7] fat ks on acnaove

N e
[
R Autos SpecidOffer:15-monthCD |
s . Ay (2808
& Weather 2.000ormore [ CRBIES
; 315,000 o e

Games
O Homes
@ Heamh
& Beauty Trending Now © Watch the show »
& Food 1 Miley Cyrus. 6 Dan Uggla
® i 2 Lady Gaga Pau Gasol

3 Sandea Bulock § WIWE Basogeound
B Answers
+ Bty Joat 3 Applisnces

© screen 5 Star Trek 10 Star Wars Episode Vi

F
S Chance occurrence led to Garner's acting career
& Jovs Jumas Gomer oy and a tamdbar Today's Headlines
S rompted him o st Changed bis W » ioae

Figure 256. Internet Explorer > Check your online privacy

2. Inthe Trend Micro Toolbar, select Check your online privacy. The Trend Micro Privacy
Scanner portal appears, with Facebook selected by default.

e 8 x

8 e Ty | Te—
B s et =

@ Eﬁ;;cyScaﬂqcr

[ 8o ]

o

B e Sign in to check your privacy

Figure 257. Trend Micro Privacy Scanner Portal

3. Click the installed Web browser you wish to check in the Browsers section; for example,
Internet Explorer. The Privacy Scanner shows when you have privacy concerns.
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@ ﬁi;%uy‘iraww

B o y You have / privacy concerns.
A=

Strangers can easily track you
internet Explores

Arnti.phishing

®®wm

Figure 258. Privacy Scanner > Internet Explorer

GLv1.0

4. Click Fix All to fix all the privacy concerns, or manually edit them. When you click Fix All,

the Fix All dialog appears.

Fix All

To help protect your privacy, the following changes will be made to your setings

Settings Current New

Figure 259. Fix All

5. Click Fix to fix the privacy concerns. Privacy Scanner resets the privacy settings in your

browser and provides a Restart dialog to complete the process.

Restart Internet Explorer to apply the
changes.

Restart Now Restart Later

Figure 260. Restart Now

6. Click Restart Now to apply the changes. The browser restarts with the changed privacy
settings, saying “Nice Work! You don’t have any privacy concerns, but your friends

might need some help...”
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@ +
c » 2
L]
@ PrivacyScanner
n , Nice work! You don't have any privacy
7 concerns, but your friends might need some

help

% ® ) (n

Figure 261. Nice Work!
7. Repeat this process for each of your installed browsers.

8. Note that you can reset your privacy settings for any supported browser (Internet
Explorer, Chrome, or Firefox) from within that browser for any of the other supported
browsers installed on your computer.

Privacy: Data Theft Prevention

Data Theft Prevention prevents hackers and spyware from stealing sensitive data like credit
card numbers, passwords, and email addresses. It can also stop children from accidentally
sending out personal information through Outlook email, via instant messaging, or to
untrustworthy websites.

To activate Data Theft Prevention in Trend Micro Security Internet Security (or Maximum
and Premium Security) you must first create an email address and password. See the
previous section for Trend Micro Security Antivirus+ to obtain instructions on doing this.
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To activate Data Theft Prevention:

TREND MICRO . 7 @ @+ | =
/] InternetSecurity Bl feedback @~ @
(=] @y
Device Privacy Data Family

© Protected

You have access to the latest protection.

@ protect Another Device

X

Expires on 7/18/2018 ‘

Figure 262. Trend Micro Internet Security Console

GLv1.0

1. Click Privacy icon in the Console. The Privacy screen appears, showing the tools

available.

< | Privacy

° Privacy Scanner On Conflgure
o Auoid sharing too much personal information on social

networking sites and adjust your web browser settings to help
safeguard your privacy.

Social Networking Protection On Configure
7 See at a glance which links shared on popular social media sites
o lead to safe or ricky web pages.
gj Ppaz’Gtuafdf I transact hile online banki d Qe
a rotect your financial transactions while online banking and
S8'%)  opping on your default browser.
Data Theft Prevention Off Configure

@ Stop hackers and spyware from stealing sensitive data, Keep
children from sending out personal information online.

TREND MICRO @ @ _
@InternetSecur\ly @- @

__d

Figure 263. Privacy Options

2. Click Configure in the Data Theft Prevention panel. Trend Micro Internet Security
provides you with an introduction to Data Theft Prevention.

N\
= —
om
22
] w



Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

Data Theft Prevention D - X

Introduction

[ ox

Figure 264. Data Theft Prevention Introduction

3. Click OK to close the introduction. The Password screen appears. A password is required
to use Data Theft Prevention or Parental Controls in Trend Micro Security.

Select a Password x

Select a Password
eed 1o enter

3 1rene R o
Figure 265. Select a Password

4. Enter a password and confirm it. Fill out the Password hint and Email address, in case
you forget your password later. This will enable Trend Micro to send you a new
password. Then click Create. The Data Theft Prevention settings screen appears, with
the toggle set to Off by default.

Data Theft Prevention O - X
Stop protacted data fro g into web pages, email messages, of instant mes:

1) 1rEne oK Cancel

Figure 266. Data Theft Prevention

5. Click the slider to On to enable Data Theft Protection.

o
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9.

Trend Micro Security Internet Security provides you with some suggested categories
such as Phone number and Credit card. You can edit any existing category name by
typing over it. For better protection, don’t provide the entire word or number.

In the What to Protect column, type the actual data you wish to protect; for example, in
the phone number field you might type 899-999

After you save it, Trend Micro Security hides it from view by using asterisks. Simply click
in the field to make it visible.

Click +New Category to add a new category.

10. Click the trashcan in the right-hand column of What to Protect to delete any category.

11. Click Ok to save your changes.

DTP Limitations

Data Theft Prevention won’t protect the receiving data via POP3 traffic.

Data Theft Prevention monitors HTTP traffic (ports 80, 81, 8080, and any proxy server
port you configure in your Microsoft® Internet Explorer® settings), but not HTTPS traffic
(i.e., encrypted information cannot be filtered, such as webmail).

Data Theft Prevention uses SMTP on TCP port 25/587 and is blocked as spec. TLS and
SSL encryption authentication don't block as spec. Most free webmail programs provide
TLS and SSL encryption authentication such as Hotmail, Gmail, and Yahoo! Mail.

Data Theft Prevention doesn’t monitor “IMAP” traffic as spec. An IMAP server is
generally used with programs such as Microsoft Exchange Server, Hotmail, Gmail, AOL
Mail.

Data Theft Prevention can protect a maximum of 20 entries that have different data and
categories.
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Data: Secure Erase

Deleting a file just removes the directory information used to find it, not the actual data. The
Secure Erase function provided in Trend Micro Internet Security (and also in Maximum and
Premium Security) overwrites the unwanted file with data, so no one can retrieve the
contents; while Permanent Erase overwrites the unwanted files making seven passes
(overwriting the files 21 times, meeting US Government Security Standards).

To enable Secure Erase / Permanent Erase:

¢ e MICRO o
: Feedback (2)~ (P~ - X
& InternetSecurity o D> @
< | Data
==_—  Folder Shield off e
@ Prevents ransomware from taking your files hostage by adding
extra security to selected folders.
Secure Erase off Configure
umu Erase sensitive files 5o that nobody can recover them

without having to remember multiple
multiple devices,

(’) Password Manager

_

Figure 267. Secure Erase

1. Inthe main Console, click Data, then Configure for Secure Erase. The Secure Erase
Introduction window appears.

Secure Erase

Introduction
Deleting 3 file just removes the directory information used to find it not the actual
dsts
m Secure & overwrites unwanted files with random data, so that
the c d, the Permanent Er: ti

< contents. For exdra peace of min
seven times, and meets United States

ody can retrieve

|, rm: ase option ites files
Fedleral Government data security standards.

To usethis ht-click any file and s Secure Erase.

Do not show this introduction again

yrene oK

Figure 268. Secure Erase Introduction

2. Click OK to close the Introduction window. The Type of Erase window appears, with
Quick Erase selected by default.
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Secure Erase @ - x

Use Secure Erase to delete unwanted files 5o that nobody can ever open them again
To use this feature, right-click any file and select Delete with Secure Erase.

m ype o frse
Quick Erase
Moving a fileinto the Recycle Bin does not immediately delete al of the data it

= con ick Erase option overwrites  deleted file to prevent it from

Permanent Erase

ra peace of mind by ovenwriting the
ven times. This usually takes longer, but offers the most
secure way to remove data from your computer,

/9 TREND ox cancel

Figure 269. Type of Erase
3. Move the toggle to On to enable the function.
4. Keep Quick Erase or select the Permanent Erase button.

5. Click OK to save your changes.

To Secure/Permanent Erase a file:

1. Right-click a folder or file to perform a Quick/Permanent Erase. A file processing popup
appears.

& Favorites Type
B Desktop e — Te D
8 Downloads :"‘m‘
% Recent places t
it
Openwith »
Share with
) Scan for Securty Threats
o 3 Delete with Secure Erase
H videos 2
Sendto
8 Computer ot
Copy
G Network
Create shortcut
Delete
Rename
< >
Open il location s
Properties ﬁ - =

Figure 270. Right-click File for Secure Erase
2. Select Delete with Secure Erase / Permanent Erase.

3. The folder or file is securely deleted.
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Data: Password Manager - Free Trial

Trend Micro™ Password Manager lets you easily sign into websites without having to
remember multiple passwords. A Free Trial for Password Manager—which allows you to
save up to 5 passwords—is available for download from the Trend Micro Internet Security
Console.

Note: A full, unlimited version of Trend Micro Password Manager is automatically

installed with Trend Micro Maximum and Premium Security. See the following
chapter for details: Data: Password Manager - Full Version

Features include:

URL and Password Management - Automatically capture your websites and password
login credentials in a complete secure environment

Multi-user Access — Multiple users can use Password Manager on the same computer.

Web Console Management — Password Manager lets you use a Web Management
Console to manage your passwords, notes, and other credentials. The Web
Management Console also provides a password strength indicator, to increase the
security of your accounts.

Cloud Storage and Synchronization - Credentials are available across all devices where
Password Management is installed

Password Generator - Automatically generate strong passwords with custom criteria for
increased login security

Secure Notes Management - Store and manage Secure Notes regarding your accounts,
logins, and procedures.

Password and Data Encryption — All passwords entered in supported browsers are
encrypted. AES 256-bit Encryption ensures the highest security for your data.

Secure Browser - Use the Secure Browser on the PC and Mac to ensure security and
privacy for online financial transactions.

Profile for Auto-Form Filling - Create a Profile to enable auto-form filling when filling
out online forms.

Mobile Support - iOS and Android smartphones and tablet devices are fully supported.
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To Download and Install Password Manager:
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5.

TREND MICRO 7 e
. Feedback - X
@ InternetSecurity @
< Data
==  Folder Shield off Configure
@ Prevents ransemware from taking your files hostage by adding
extra security to selected folders,

Secure Erase o Configure

m Erase sensitive files so that nobody can recover them.
Easily sign into websites without having to remember multiple

passwords. Works across multiple devices.

_d

Figure 271. Data > Password Manager Free Trial

GLv1.0

In the main Console, click Data, then Free Trial for Password Manager. Your default

browser launches the Password Manager Software page.

Y Free Passwced Manage: X

C | @ Trend Micro inc. [US] | https//www.trendmicro.com,

Get the latest on the Petya attack
Support>>  Blog>>

Products  loTSecurity  Inteligence  Support  About  Store
1

~Password Manager - Unlimited
passwords

f $14.95
New for 2017!

v n \
Mmto 5 passwords. No expiration. 9%‘“’"
e “ Term:
‘ bl T

Auge-renewaldetaiis in cart

Figure 272. Password Manager Software

Click Get it for free. The Password Manager Download page appears.
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() Password Manager

Password Manager Download

[C)

 Trend Micro Passwor.

Figure 273. Password Manager Download

Choose the platform you’re on and click the download button. Password Manager
downloads and presents you with a Run / Save dialog in Internet Explorer. In Chrome or
Firefox you’re simply presented with the exe file.

The TrendMicro_DP_MUI Download.exe download has completed. Run Open folder View downloads

Figure 274. Internet Explorer — Run
‘ & TrendMicroPasswo...exe A Show all x

Figure 275. Chrome - EXE

Click Run or double-click the EXE file to begin the installation. The Password Manager
Installer begins the install process, and the User Account Control dialog appears.

User Account Control x

Do you want to allow this app to make
changes to your device?

¢ Trond Micro Password Manager

Verified publisher: Trend Micro, Inc.
File erigin: Hard drive on this computer

Show more details

-

Figure 276. User Account Control

Click Yes to continue. Password Manager Downloader downloads the file.
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Now downloading Trend Micro Password Manager installer

Connection status: Connected

Estimated time left: 00 minutes 01 seconds

D 00 c Desktop

Transfer rate: 66.8 of 72.9 MB transferred at 4644 KBisecond

| Pause H Resume H Cancel

Figure 277. Password Manager Downloader

9. The installer then presents you with the License Agreement.

C') Egs;wam Manager

%) 1mene
Figure 278. License Agreement

10. The installer picks the default location for installation. You can click the link to change
the location, but Trend Micro doesn’t recommend this.

11. Note the checkbox Help make Password manager better is checked by default. This
provides technical data to Trend Micro to help improve the product; no personal data is
shared. If you wish to opt out of this feedback, uncheck the checkbox.

12. Read the License Agreement. If you agree, click Agree and install. The installation
proceeds and a progress dialog appears, showing you the progress of the installation.

Q) Password Marao

Figure 279. Password Manager Installation Progress

13. When the installation is complete, a wizard appears to help you get started.

#», TREND.
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(D Password Manager
i |

Figure 280. Start Now

14. Click Start Now to begin the configuration. A window appears in your preferred browser
to get the browser extension.

romar - x
(')Passwurd Manager
9]
Install the Password Manager Browser Extension
e
3 1nene

Figure 281. Get Browser Extension

15. Click Get Browser Extension. This will close your open browser and begin to install the
extension.

(OR T ———
puntrendmicra.com I

() Password Manager

Password Manager Extension for Chrome

Figure 282. Install Extension

16. Click Install Extension (for Chrome). A popup appears to add the extension to your
browser.
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Add "Trend Micro Password
Manager"? '
(59)

It can:

- Read and change all your dats on the websites you visit

Open in Web Store Add extension Cancel

Figure 283. Add Extension

17. Click Add Extension. The extension is added to your browser.

18.

19.
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() P
€ ca am-<betatiens m Py

=
() Password Manager Q!

S ~
Installation Complete

sword Manager

Figure 284. Installation Complete

When the installation is complete, a screen appears for you to sign into your Trend
Micro Account.

() Bassword Manager

]
Figure 285. Sign Into Your Trend Micro Account

Enter the same email address and password you used to register Trend Micro Internet
Security (and to create an account) and click Next. (This will facilitate your easy upgrade
to a Paid edition of Password Manager, should you decide to purchase a subscription.)
The Select Your Version screen appears.
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() Bassword Manaos

L i

Figure 286. Use the Free Version

20. Use the free version is selected by default. Click Next. The Protect Your Passwords
screen appears.

) Fasmord Marager

3 1mene
Figure 287. Protect Your Passwords

21. Click Next. The Create Your Master Password screen appears.

() Password Manao

e
Figure 288. Create Your Master Password

22. Use between 6 and 20 characters and at least two kinds of characters among letters,
numbers, and symbols.

23. Confirm your Master Password and provide yourself a Password Hint to help you
remember it and click Create. You’re now ready to start using Password Manager.
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24. Click the Password Manager icon in your browser. The Password Manager popup
appears.

° @ v e ——— sz D > 8.0 | @ pren-betasrondmicacom

- @ |

«««««

Readg to go! Click the Password Manager icol { i .

your browser to start saving your passwords n
Password Manager

Figure 289. Provide your Master Password

25. Enter your Master Password and click the Lock icon. The Password Manager extension
opens, with a QR code to download Password Manager to your smartphone.
= I X

FD5C7B | Q

() Password Manager

Scan to access your passwords from

your phone. Learmn more

Onceis Enough
Just sign into any website, and Password
Manager will save your password so you
never need to type it again

1) Crve—y

g O ©

Figure 290. QR Code

26. Simply scan the QR Code with a code scanner and it will take you to Google Play or the
Apple App Store.

27. Otherwise, simply sign in to any website and Password Manager will save your
password—up to 5 passwords for the Free version.
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28. For example, go to www.yahoo.com, enter your login ID and password, and sign in.

- b4
wQ
TREND MICRO
(') Password Manager X

Save the password and
automatically sign into this
website next time?

1 “
Not now Never for this site
I

Figure 291. Save Now

29. Password Manager captures your login ID and password. Click Save Now to save it to
Password Manager.

30. In the future, simply go to the same website login page and Password Manager will
prompt you to click Sign In to sign into your account.

() TREND MICRO )
() Password Manager X

Sign in with

Figure 292. Sign In

31. You may also go directly to Password Manager by clicking the Password Manager icon in
your browser. This opens your accounts list. Simply click the account listing to take you
to the account webpage, where you can click the above Sign In button to sign in.

#®), TREND
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(‘) Password Manager

Access Everywhere

Le-t] Scan to access your passwords from

your phone. Leam more

All Passwords ~

’ yahoo

Figure 293. Yahoo Captured

32. Repeat the process for up to four additional passwords in the Free version.

NOTE: You can upgrade to a Paid edition of Password Manager at any time and retain
your five stored passwords. Upgrading to Trend Micro Maximum or Premium
Security will also provide you with a full 1-year subscription to Password
Manager.

33. For full instructions on using Trend Micro Password Manager, the Trend Micro™
Password Manager Product Guide is available for download from the Trend Micro
Support site at Trend Micro Password Manager Support.

Family: Parental Controls

The Parental Controls tool in Trend Micro Internet and Maximum Security lets you protect
your children from inappropriate websites, limit their time on the internet, and see detailed
reports about what they do online.

To enable Parental Controls in Trend Micro Security Internet Security, you first have to enter
an email address and password. See the previous section on Data Theft Prevention to obtain
instructions on doing this.

Note: The instructions below are tailored to Windows 10 users. The process for creating
a new user account in Windows 7 or 8.1 is similar, but not identical.

To enable Parental Controls:

1. Click the Family icon in the Trend Micro Security Console. The Family > Parental
Controls screen appears.

™
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2.

4.

a REND MICRO o
i Feedback (2)v @)~ - X
ﬁnternetSecumt\/ L - @
< | Family
e Parental Controls Off Configure
Limit which software and websites your kids may use, monitor
¥ the online activities of children, and block inappropriate images

in web search results,

_d

Figure 294. Family > Parental Controls

Click Configure. The Parental Controls Introduction screen appears.

@

Parental Controls @ - X

Introduction
°, [} Making this computer kid-friendly takes just a few minutes.
Set a scheduleto limit when each member of the family may go anline, ar have the
same rules apply to everyone,
I Block entire categories of inappropriate websites, or specific sites of your choice.

Prevent selected programs from running at certain times, 50 games never intrude on
homework time.

Start getting detailed reports about what your children do online, without having to
look over their shoulders

Just click the button below to get started,

Do not show this introduction again

13 mene oK
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Figure 295. Parental Controls Introduction

Read the instructions and click OK to continue
Password.

Trend Micro Internet Security x|

N Kl -

Figure 296. Enter Password

. A screen appears for you to enter your

Enter your Password and click OK. The Parental Controls Get Started screen appears.

(o]
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7.

160

Parental Controls @ | =
Get Started

Set Up Protection for Your Family
In just a few moments, you can limit what kinds of websites your kids may open, decide when they can use the
web, and block programs from running.

Click Next to get started.

Do your children have their own Windows User Accounts for this computer?
Leam more about Windows User Accounts

B BN -

Figure 297. Parental Controls Get Started

Important note: at the bottom of the screen you’re asked Do your children have their
own Windows User Accounts for this computer? If they don’t, click the link on the
question to create them, so your various settings can be assigned to the proper child.
The Parental Controls > Add Windows Account screen appears.

Parental Controls

Choose which children you want to protect on the list below. Providing nicknames and
photos can help make keeping track of everyone easier.

=
Account selected: 1 O Refresh
Nickname

John Doe

Windows account:
John Doe

# Change picture

+ Add Windows Account

“ Sancl

Figure 298. Parental Controls

In the lower left-hand corner, click Add Windows Account. The User Accounts Control
Panel appears.

John Doe
Local Acconrt
Adiritustor

Figure 299. Windows User Accounts

Click Manage another account. The Manage Accounts screen appears.

™
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8 Mumage Accours - o x

( 4 8+ ConerolPanel + User ccsunts » User Accouns + Mansge Aecounes

Choase the user you would like to change

PN john Doe
Bl ocaticcount
Admesston

Figure 300. Manage Accounts

8. Click Add a new user in PC settings. The Accounts > Family & other users screen

appears.
Settings - o %
@ Home Family & other people
nd a setting ‘ Your family
Sign in with a Microsoft account to see your family here or add any
counts new members to your family. Family members get their own sign-in

and desktop. You can help kids stay safe with appropriate websites,

A= Yourinfo time limits, apps, and games.

Sign in with a Microsoft account
= Email & app accounts

€y Sign-in options Other people

B3 Access work o school Allow people who are not part of your family o sign in with their
own accounts. This won't add them to your family.

%, Family & other people

s Add someone else 10 this PC

Sync your settings

(@]

Set up assigned access

Make Windows better.

Give us feedback

Figure 301. Accounts > Family & other people

9. Click Add someone else to this PC. A screen appears, asking “How will this person sign
in?”

) SREN
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How will this person sign in?

Enter the email address or phone number of the person you want to add. If they use
Windows, Office, Outlook.com, OneDrive, Skype, or Xbox, enter the email or phone
number they use 1o sign in.

’ | Email or phone

| don't have this person’s sign-in information

Privacy statement

Next Cancel

Figure 302. How will this person sign in?

GLv1.0

10. To simplify this example, we’ll start your child without a Microsoft Account. (You can

change to a Microsoft Account later.)

11. Click “I don’t have this person’s sign-in information.” A screen appears, prompting “Let’s

create your account.”

Let's create your account

‘Windows, Office, Outlook.com, OneDrive, Skype, Xbox. They're all better and more
personal when you sign in with your Microsoft account* Learn more

|‘:\rst name | | Last name |

| somecne@example.com |

Get a new email address

[ Password |
| United States v |
Birth month ~] [oay v [vear +]

*If you already use a Microsoft service, o Back to sign in with that account.

Add a user without a Microsoft account

Next Back

Figure 303. Let’s create your account

12. Click Add a user without a Microsoft account. A screen appears, saying “Create an

account for this PC.”

162
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Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember
but hard for others to guess.

’ Who's going to use this PC?

[ User name |

Make it secure.

| Enter password |

| Re-enter password |

Password hint |

Back Next

Figure 304. Create an account for this PC

13. Type a name for the account (e.g., Mary), enter a password and confirm it, then provide
a password hint and click Next. The Accounts > Family & other users screen appears,
confirming the creation of the account for Mary.

semngs - o o=

B Home Family & other people
Your family

Sign in with a Micrasefl acount 1o see your family here cr add any
Pew MEMDBErs 1o your fammdy. Family Members et their Gwn Sa-in
and desktop. You can hel

B2 Yourindo time limits, apps, and ga

s stay safe with appropriate websites,

B Email & app accounts

S S options Other people

B3 Access wark or schood ‘Allcw PEGHE WIS 31 10T ATt of yOur famity 1o Sign in with their
wn accounts. This wont add themn ta your family.

A. Famity & other people

L had semeans e 1 this PO

o

Z syme your settings

Make Windows better.

we 15 Foedback

Figure 305. Local Account created

14. Back in the Manage Accounts screen, you'll see Mary added to the list of accounts on
this PC.
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Figure 306. Local Account - Mary

15. Close the Manage Accounts window by clicking the Close Box (X) in the upper-right-

hand corner.

16. Back in the Parental Controls > Add Windows Account window, click the Refresh link if

the new account is not showing. The Mary account now appears in the list.

Parental Controls

Choose which children you want to protect on the list below. Providing nicknames and
photes can help make keeping track of everyone easier.

=
Account selected: 1 | ORefresh |

Nickname
John Doe
Windows account:
John Doe

# Change picture

Nickname
Q

Kl
Figure 307. New Windows Account Listed

17. Uncheck the account you’re logged on to, check the Mary account, and click OK. A

popup appears, telling you “You have not set the rules for one or more users. Let’s set it
up now.”

Parental Controls

‘ou have not st the rules for ane or more users, let's set it up now.

OK

Figure 308. Set Up Rules Popup

18. Click Ok. The Website Filter Rules window appears.

9
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Parental Controls ® - x
*—o
GetStarted Website Filter Rules

Set Up Protection for Your Family

Selecting an age automatically blocks certain website categories, but you can also customize the fst.
You can set up 3 filter for each child

Mary
Enable website filter rules
Block Untested Websites () Enable Image Filtering ()

Selectanage: | 13-17yearsold (Teen)

Adult or Sexwal (more info)

Erotic / Mature Intimate Apparel / Swimsuit
Nudity Pornography
Sex Education
79, TREND sac | e

Figure 309. Website Filter Rules

19. Check Block Untested Websites if you wish. This will block your children from using
websites Trend Micro has not tested yet.

20. In the Select An Age popup, choose the age the filter will apply to from the Select an
age pop-up. For example, choose Ages 3-7 (Child). (You can also define a Custom age
bracket.)

For a child this age, all categories and subcategories are checked. Scroll down to see the
full category/subcategory listings.

You can check or uncheck a category or subcategory to redefine the filter. You can also
obtain more information on a category by clicking the more info link; a definition list will
pop up.

21. Click Next to define the Time Limits. The Time Limits window appears.

Parental Controls ®@ - %
oI T
Get Started Website Fiker Rules Time Limits

Set Up Protection for Your Family
Click the times when your children should not access the web from this computer. Click any highlighted hour to
stop blocking the web st that time,

Mary
Enable time limits

How do you want to schedule your family's time on the Internet
Set 2 simple schedule for weekdays and weekends
@ Set 2 detailed daily schedule

Tuesday

Wednesday

Figure 310. Time Limits

22. Using your mouse pointer, select the weekday and weekend hours you kids should not
access the web by holding your mouse down and stroking across the hours, then scroll
down and indicate the number of hours your children may use this computer.
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23.

24,

25.
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Parental Controls ® - x

.
Get Started

Tuesday
Wednesday
Thursday
Friday
Saturday

Sundey

Select how many hours per day your children may use this computer.

[¥] Weekday (Monday - Friday): 16 hours per day

[¥] Weekend (Saturday - Sunday): | 16 hours per day

@1550_‘9 Back Cancel

Figure 311. Allowed Hours on Computer

Upwards in the window you may also Set a simple schedule for weekdays and
weekends, applying the same schedule across all days at once.

Parental Controls ® - x
o
Get Started Webs: Tim Progr Controls Finish Up

Set Up Protection for Your Family
Click the times when your children should not access the web from this computer. Click any highlighted hour to
stop blocking the web at that time.

Mary
Enable time limits

How do you want to schedule your family’s time on the Internet
® Set 2 simple schedule for weekdays and weekends

Weekdays sowes [l Bockea
Monday - Friday

2 2 4 6 8 1 12 2 4 6 8 W 1

Moring Neon Evening

e [ee | e |
Figure 312. Detailed Daily Schedule

Click Next. A screen appears, letting you set the child’s program controls.

Parental Controls @ - x

Get Started Website Filter Rules Time Limits Program Controls Finish Up

Set Up Protection for Your Family

You can prevent your children from opening specific programs at certain times, After setting those schedules, you
ean still open these programs at any time by providing your password,

Mary
Enable program controls

Click Add to select a program, and then click Change schedule to choose when to blockit.

Program Name 4+ Scheduled Access

) 1mene e - =N
Figure 313. Program Controls

Check Enable program controls, then click Add to add the programs you want to control
the usage of.
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Parental Controls

[ srowe. |

Ifyou do not see a program that you want ta select on the list below, click Browse ta find
it.

Program Name

& Google Chrome
/) Math Input Panel

) Mozilla Firefox
& sas

& Windows Defender
8 vindows Joumnal
D] Windows Medis Player

Figure 314. Program List

26. Select the program you want to control from the list, or click Browse to find it.

Lookin: | |, ktemet Explorer v @& i° @
B Neme Date modified Type
-~ A en-us 7/25/2012 11:47PM  File folder
Recent places images 7/25/201211:53PM  File folder
b pris 7/25/2012 11:47PM  File folder
L. SIGNUP 71520141138 AM  File folder
Desktop 7 ExtExport 7/25/20128:20PM  Applicatic
P Biediagemd 7/25/2012834PM  Applicatic
= Sicinstal 6/18/20145:54PM  Applicatic
Libraries 2 ielovrutil 7/25/2012820PM  Applicatic
[Biexplore 6/18/20146:13PM__ Applicatic
Computer
@ .
Network 2
Fle name: explore v Open
Fies of type: Applications (" EXE) v Cancel

Figure 315. Browsing for Programs to Add to Program Controls

GLv1.0

27. Navigate to the program in the Programs Folder, select it from its own folder (e.g.,
Internet Explorer), and click Open. Trend Micro Security adds it to the list of controlled

programs.

Parental Controls

it.
| Browse.. |

Program Name

@ Moziha Firetox
& st
M§ windowrs Journal

0| Windows Media Player
F Wordpad
&/ Yahoo! Messenger

© ievloreee

If you do not see a program that you want to select on the list below, click Browse to find

Kl -

Figure 316. Programs in List | IE Added

28. Check the program checkbox and click OK.
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Parental Controls ® | - x

Get Started Website Filter Rules Time Limits Program Controls

Set Up Protection for Your Family
You can prevent your children from opening specific programs at certain times. After setting those schedules, you
can still open these programs at any time by providing your password.

Mary
Enable program controls

Click Add to select a program, and then click Change schedule to choose when to block it

| +add |
Program Name + Scheduled Access
& Google Chrome Change schedule
@ Morilla Firefox Change schedule
£ ieplore.exe Change schedule
) TREND | Back \ﬁ\ Cancel |

Figure 317. Change Schedule

29. The program is added to the Parental Controls window. You can now set the times the

30.

31.

program may be used. Click Change Schedule in the Scheduled Access field. The
schedule appears.

Parental Controls

it o i i
et e s p.

use the program. It will automatically close when the

Figure 318. Access Schedule

Block access to the program at the selected times and all hours are selected by default.
Deselect the hours in the week the child will be permitted use of the program, then click
OK. When the wizard window appears, click Next.

A screen appears, indicating that protection has been activated for Mary, applying the
Pre-teen Website Filter, giving the Time Limits and Program Controls.

Parental Controls - x
@

Figure 319. “Mary” Protection Criteria

32. Click Done to finish adding the parental control for this child. The main Parental

168

Controls window reappears.
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Parental Controls @ | = >

Manage how and when your family uses the web and programs on this computer.

.w View Report Manage Accounts
I

#Change picture Scheduled
d

@ Program Controls

Programs Blocked: 3

Trust or Block Websites
e El -
Figure 320. Sliders are “On”

33. In Parental Controls, the slider buttons should be On. If not, slide to On, then click OK.
The rule set is now applied to the Mary account.

34. Note that the link Trust or Block Websites allows you to set exceptions to your rules.
This function was covered in the previous Trend Micro Antivirus+ Security section. Go
to Exception Lists: Websites for details.

35. Note also that you can turn the Website Filter, Time Limits, and Program Controls
functions on or off by using the appropriate slider. You can also edit the functions by
clicking the hotlinks and making your changes in the respective editor.

36. Click OK to close the Parental Controls window, then click the respective Close boxes to
close the Parental Controls window and the Trend Micro Security Console.

37. In the Windows Menu, select John Doe, then select Mary to switch to her account; then
sign in using the password you created for her account.

8 John Doe Life at a glance

Change account settings et
jednesday

Lock 2 7 We speak Outlook

Sign out

8 Mary

Google Chrome e O

®) Morilla Firefox Microsoft Edge Cortana

Partly Sunny @realDonaldT...
y If Russia or any
Gl other country

WordPad

g Trolls vs Vikings e Washington,.. | Phone Compa... | | Twitter L 4
U eokkd

-]
G File Explo S
ile Explorer Soe @ Skypevideo
Play and explore

() Power

IS Allapps

Figure 321. Switching to "Mary" Account

o
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38.

39.

40.
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Figure 322. Mary Login

Using your browser, attempt to go to a website at a time prohibited by the account
rules. Trend Micro Security will block access to the web and provide a No Web Surfing
Allowed notification, indicating the user cannot use the web at this time.

o EE
|+ [ L

® Website Blocked by Trend Micro Intemet Security
No Web Surfing Allowed

Figure 323. No Web Surfing Allowed

During the hours allowed for surfing, if the user attempts to browse to a site not
permitted by the rules, Trend Micro Security will block access to the site and provide an
Off Limits notification for the user in the browser.

) et o -

Website Blocked by Trend Micro Intemet Security

Off Limits

@

Figure 324. Trend Micro Security Off Limits Notification in Browser

Finally, if the user tries to use a blocked program during the hours you’ve chosen to
block it, a popup appears saying Program Accessed Blocked.
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InternetSecurity @ x

® Program Access Blocked

11:13PM

& RO i

Figure 325. Program Access Blocked

41. If the user knows the Trend Micro Security password on the computer, they can

override the block. Naturally, for their own safety, kids being monitored should not be
given access to this password.

Security Report: Parental Controls

Once you’ve enabled Parental Controls, Trend Micro Security Internet Security provides a
security report that can give you basic information about how many times your kids have
attempted to access prohibited sites and the kinds of website violations they are.

To view the Parental Controls Security Report:

1. Open the Trend Micro Security Console.

TREND MICRO o @ ®- | _
) internetsecurity Biretak @< @ %
(N
(=] &3
Device Privacy Data Family

e
/

. ey
@%

© Protected

You have access to the latest protection.

(@) protect Another Device

Expires on 7/18/2018
Figure 326. Console > Security Report

2. Click the Security Report icon. The Password popup appears.
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%) 1REne [ o [
Figure 327. Password Screen

3. Enter your password and click OK. The Security Report window appears, with Security
Threats selected by default.

Security Report ® - x

eb threats filtered

Qo

9 TREND Close

Figure 328. Security Reports > Security Threats

4. Click the Parental Controls tab to show the Parental Controls Security Report. The
Parental Controls Security Report appears.

Security Report ® - x

urity Threats PC Health Checkup  Parental Controls

Blocked Websites Summary

@ 4 Top Categories Blocked
vebsites blocked -
\ L

Top Websites Blocked

%) e dose

Figure 329. Parental Controls Security Report

5. The report will show the Top Categories and Websites Blocked. Use the Account pop-
up to show the report for All users, or for a specific user account; e.g., “Mary.”

Note: The administrator will receive a monthly Security Report via email, which includes
Parental Controls data.

™
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6. Click See More Details, to display the Parental Controls log.

Any data more than | year old will be delets

e s

Figure 330. Parental Controls Logs

7. Note that any data older than a year ago will be deleted automatically.

8. Click Export to export the Parental Controls log in .CSV or .TXT format.
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Chapter 6: Trend Micro Maximum Security

This chapter provides detailed instructions for configuring and using Trend Micro Maximum

Security.

Protection Overview

Trend Micro Maximum Security is functionally the most robust edition of Trend Micro
Security, providing everything previously described in the Trend Micro Security Antivirus+
and Internet Security chapters, while adding more protections and tools. To enable all its
functions, you need a paid version of Trend Micro Maximum Security.

Welcome to Trend Micro Maximum Security

Protect Yourself from Ransomware

o %

Folder Shield helps prevent ransomware frc
until you pay the attacker. Setup Forder Shi

pting your files and holding them hostage
ers you want to protect

Do not show this again

Setup Folder Shield Close

X

Welcome to Trend Micro Maximum Security

Multi-Device Protection

Trend Micro Maximu

.....

Figure 331. Trend Micro Maximum Security - Welcome Screen

X

Protect Your Device Now Close

Figure 332. Trend Micro Maximum Security

174

- Protect Another Device Now
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’ TREND A_AICRO y
&/ MaximumSecurity

o ® ® @&

Device Privacy Data

© Protected

Latest protection update: 7/26/2012

@ Protect Another Device

[ reedback @D+ @+ — X

Family

Figure 333. Trend Micro Maximum Security Console

Usea passward-protected folder to prevent others from secing
your sensitive files.

TREND MICRO o B (@)
= : Feedback (2~ @-  — X
/] MaximumSecurity = S
< Data
== Folder Shield On Configure
@ Prevents ransomware from taking your files hostage by adding
extra security to selected folders,
Secure Erase off Configure
m Erase sensitive files so that nobody can recover them.
A Password Manager Open
Easily sign into websites without having to remember multiple
passwords. Works across multiple devices
Vault oF Configure

__d

Figure 334. Data > Password Manager | Vault

GLv1.0

Note:

Trend Micro Maximum Security’s Additional Features:

Data: Password Manager (auto-installed) and Vault.

Additional Seats: Trend Micro Security Maximum users can also protect from five
to ten devices, depending on the purchase level, choosing among PC, Mac,

Android, and iOS devices.
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ADDITIONAL TOOLS FOR TREND MICRO SECURITY MAXIMUM SECURITY PAID VERSION
Password Manager — Auto-installed

Your installation of Trend Micro Maximum or Premium Security also auto-installs a copy of
Trend Micro Password Manager onto your computer. Using Password Manager, you can
easily sign into websites without having to remember multiple passwords. Generate strong
passwords that are harder to crack and replace weak ones that you’re using because they’re
easy to remember. Use the Secure Browser to access banking and other financial sites, to
protect yourself against keyloggers.

Vault

Users can enable a password-protected folder that can secure sensitive files. If the computer
is lost or stolen, the vault can be sealed shut by remote control until the computer is
returned to its rightful owner.

Device: Protect Another Device

Trend Micro Maximum Security provides a subscription for five to ten devices, depending on
the subscription, across Windows, Mac, Android, and iOS devices.

Go to Protect Another Device: PCs, Macs, Android and iOS Mobile Devices for more details.

Data: Password Manager - Full Version

Trend Micro™ Password Manager helps you manage and secure all your online credentials,
ensuring an easy and safe online experience, while offering a faster, more secure, and
convenient way to access web sites. Using a single Master Password, users have instant
access to all their login credentials, no matter where they’re located or what device they're
using.

A full 1-year subscription of Password Manager is auto-installed with Trend Micro Maximum
Security. You can opt out of the auto-installation.

To Start Using Password Manager:

Note: The instructions below assume you registered Trend Micro Maximum Security
when you installed it, creating a Trend Micro Account, and you’re signed in.

1. Open the Trend Micro Security Console and click the Data icon. The Data screen
appears.
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TREND MICRO o 3
0 i : Feedback (2) = 3
&/ MaximumSecurity & L
< Data
==  Folder Shield On Configure
@ Prevents ransomware from taking your files hostage by adding
extra security to selected folders,
Secure Erase off Configure
umu Erase sensitive files 5o that nobody can recover them.
) Password Manager open
Easily sign into websites without having to remember multiple
passwords. Warks across multiple devices,

Vault OF Configure
[( Use a password-protected folder to prevent others from seeing
your sensitive files.

_

Figure 335. Data > Password Manager > Open

2. Click Open in the Password Manager panel. The Password Manager Introduction
screen appears.

Password Manager @ | =

Introduction

, ! Manager makes visiting all your favorite abreeze by
sav < and User names in one secure location youinto
websites . You only nesd to remember ane Master Password.

Do not show this introduction again

3y Trene g
Figure 336. Password Manager Introduction

3.  You may check “Do not show this introduction again” if you choose. Click OK to close
the introduction. A screen appears to Secure Your Passwords and Enjoy Peace of Mind.
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4.

(') Pa’s;word Manage

Figure 337. Secure Your Passwords and Enjoy Peace of Mind

GLv1.0

Click Start Now. A screen appears to Protect Your Passwords with Password Manager.

() Password Manager

& ¢ e
0 1 0
v

Figure 338. Protect Your Passwords with Password Manager

This screen will import your browser passwords into Password Manager. Trend Micro
recommends you uncheck the option “Keep a copy of my passwords in my browser.”

Click Protect Now. A window appears for you to Create Your Master Password.
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Create Your Master Password

Create

Figure 339. Create Your Master Password

7. Use a mixture of at least 8 different letters, numbers, or symbols and try not to use
common words that are easy to guess, then provide yourself a hint and click Create. A
window appears for you to get the Password Manager browser extension.

) Bassword Manager -

Figure 340. Get Browser Extension

8. Click Get Browser Extension. Your default browser opens for you to install the extension
(in this case Chrome).

@ Tent v Pamo v X
cla

(') Password Manager

Password Manager Extension for Chrome

[ s |

Figure 341. Install Password Manager Extension (for Chrome)

9. Click Install Extension. The Chrome Web Store appears.
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(D Trend Micro Password Manager [ rasiochreme |
s esuciity | & -
[ ——
O e .
T £ -

Figure 342. Trend Micro Password Manager

10. Click Add to Chrome. A popup appears to add the extension.

- X
CD Add "Trend Micro Password Manager'?

Itcan:

Read and change all your data on the websites you visit

Acd extension m

Figure 343. Add Extension

11. Click Add Extension. The Password Manager extension is added to your browser.

Q Tearhcr oo x S
€ cls 2

() Password Manager

4 y

Installation Complete N

y
y
.

Figure 344. Installation Complete

12. Click the icon to see the active Password Manager extension in your browser.
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o

Password Manager

Provide your Master Password

Figure 345. Provide your Master Password

13. Provide your Master Password, then click the Unlock icon to log in.

= X

D5C78 w9

() Password Manager

Scan fo access your passwords from

your phone. Leam more

Onceis Enough

Just sign into any website, and Password
Manager will save your password so you
never need to type it again

Figure 346. Password Manager Extension

14. The Password Manager extension opens, with a QR code to download Password
Manager to your smartphone. Simply scan the QR Code with a code scanner and it will
take you to Google Play or the Apple App Store.

Install Password Manager in Pay Guard
To Install Password Manager in Pay Guard:

1. Once you’ve activated your Trend Micro Password Manager account as given above,
you may also install Password Manager in Pay Guard.

2. Double-click the Pay Guard icon on your Desktop. The Pay Guard window appears, with
a popup window suggesting Add the Password Manager extension to Pay Guard to
access your passwords. Browser will restart)
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D) Pay Guard by Trend Mic: X |

@

C @ Secure | hitps//payguard.trendmicro.com 4 had

r Trend Micro Pay Guard

nline transactions. Lea

1d Manager extension to Pay
your passwords. {Browser w

R |
Figure 347. Pay Guard > Install Password Manager

3. Click Add to add the Password Manager extension. A window open for you to install the

extension.
‘ e - o x
@ Trend Micro Password b X
‘ @ [ @ secure | hps/7pwm trendmicro.com & - ¥ 8 *® i
() Password Manager
Password Manager Extension for Chrome
Q= Q
() Passwordianager H
L PR,
, /£ 1 ) Protected by Trend Micro ;

Figure 348. Install Extension

4. Click Install Extension. In our example, because Chrome is the default browser, you're
taken to the Chrome store to install the extension.
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@ Terchicre Prssmort Manager X | & s s Passwora avages % | o =
Q@ & mipehvomagoogiacom n - . g
& chrome web store
Homa > Extansions > Trand Micro Passwosd Manager
—— .
o
o x
a o

Figure 349. Add Password Manager
5. Click Add to Chrome. A popup appears, asking Add “Trend Micro Password Manager”?

x
(‘) Add "Trend Micro Password Manager™?

It can:

Read and change all your data on the websites you visit

Figure 350. Add Extension

6. Click the Add extension button. The Password Manager extension installs and reboots
your Pay Guard browser, showing Installation Complete.

@ Trend Micro Fassward 1 x | g Tend Wicra Pasmward b1 X

&« @ | & Secure | hitps//pwm.trendmicro.com/in x 4 mes Bt ESCE 4 T ® (& H

S &F

Installation CompleT Password Manager

Provide your Master Passwor

TREND WICRO

() Password Manager

Click the Password Manager icon in your browser to start |
Manager now.

Q=
() PasswordManager H
a=e

Pratected by Trend Micro
- ] v

[l

Figure 351. Installation Complete

7. You’re now ready to use Password Manager in your full default browser or in Pay
Guard.
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Using Password Manager

To Use Password Manager:

1.

184

Using your default browser or Pay Guard, simply sign in to any website and Password
Manager will save your password.
For example, go to www.yahoo.com, enter your login ID and password, and sign in.
- X
w O
(’) S;";;&Rgrd Manager x

Save the password and
automatically sign into this
website next time?

1 “
Notnow | Never for this site
it

Figure 352. Save Now

Password Manager captures your login ID and password. Click Save Now to save it to
Password Manager.

In the future, simply go to the same website login page and Password Manager will
prompt you to click Sign In to sign into your account.

- x

@y

TRONOMCRO |
(') Password Manager X

Sign in with:

Figure 353. Sign In

You may also go directly to Password Manager by clicking the Password Manager icon in
your browser. This opens your accounts list. Simply click the account listing to take you
to the account webpage, where you can click the above Sign In button to sign in.
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Al Passwords + = Q [+]

&P vanoo

Figure 354. Yahoo Captured

6. Note, that you can also import passwords from your browser by clicking the Tools icon
in the upper-right corner and selecting Import Passwords.

- X

x| @ :
: A

(‘) Password Ma nager

Get for Mobile

' Import Passwords
—

My Account

AlPasswords » | Setlings

Get Help
g yahoo
Give Feedback

Figure 355. Import Passwords

7. Log off Password Manager by clicking the Lock icon in the lower right-hand corner of
the Password Manager popup.

8. That’s it! You now know how to get started with Password Manager.

9. For full instructions on using Trend Micro Password Manager, the Trend Micro™
Password Manager Product Guide is available for download from the Trend Micro
Support site at Trend Micro Password Manager Support, then click on the Windows,
Mac, Android, or iOS tabs for the platform(s) you’re interested in.
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Data: Vault

Vault is a password-protected folder that can protect your sensitive files. Using a password,
files inside the Vault are kept invisible until you enter the password. If your computer is
stolen, Vault can also seal itself shut by remote control, so that even using the password you
cannot open the Vault—that is, until the computer is returned to its rightful owner, who
then must report that the computer has been found.

To set up Vault:

TRENDMICRO o Iy )
4 Feedback (2)~ (@)~ - X
Y MaximumSecurity = @- @
< Data
== Folder Shield On Configure
@ Prevents ransomware from taking your files hostage by adding
extra security to selected folders.

Secure Erase off

Configure
m Erase sensitive files so that nobedy can recover them,
Y Password Manager open
Easily sign into websites without having to remember multiple
passwords. Works across multiple devices.

Vault ot Configure
[( Use a passward-protected folder to prevent others from seeing
your sensitive files.

A_J
Figure 356. Data > Vault > Configure

1. Inthe Trend Micro Security Console, click the Data icon, then Configure in the Vault
panel. The Introduction to Vault appears.

Vault @ | = o7

)

IF you report your computer as lost, the Vault can automatically seal itself shut by remote
control. Once sealed, your Vault il not open even if someone knows the right password,
Only when you recover the computer can the seal be broken.

Some things should always remain confidential, and the Trend Micro Vault can keep them
that way

Do ot show this introduction again

%) TREND oK

Figure 357. Data > Introduction to Vault

2. Click OK to close the Introduction. The Select a Password screen appears.

™

#9) TREND
. MICRDO



Trend M

icro™ Security 2020 for Windows - Product Guide GLv1.0

Select a Password

eed to enter this password before changing program settings or using certain features

/%) TREND Create Cancel

Figure 358. Select a Password

Enter a password and confirm it, then provide a hint and your email address and click
Create. A setup dialog appears, telling you that you have successfully set up the Vault
and to double-click its desktop icon to start using it.

Vault

You have successfully set up the Vault, Just double-click its desktop icon to

start using it
O@

oK

Figure 359. Vault Set Up

Click OK to close the dialog. The Vault window appears, with the slider turned to On,
and instructions on reporting a loss and regaining access to the Vault.

Vault

Vault helps keej
files without pros
Reporting a Loss

If you lose this computer, please seal your Vault

http://account.trendmicro.com/report_stolen/

It by visiting this website:

ol %

You should bookmark this address on another computer o write it down for future
reference.

Regaining Access

After recovering a lost computer, you can unseal the Vault only after validating your
identity. You should then change your password just in case.

% 1mene o3

Figure 360. Vault

5. The Vault desktop icon also appears on your desktop.
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10.

188

&)

Trend Micro
Vault

Figure 361. Vault Desktop Icon

You can now use the Vault to protect your sensitive files, to seal the vault if your
computer is stolen or misplaced, and to regain access to the vault if you've turned it off.

To open the Vault, double-click the desktop icon. The password window appears.

B 1eene KEl -
Figure 362. Vault > Password Protection

Enter your password and click OK. This opens the Vault.

Figure 363. Trend Micro Vault

Drag files and folders you wish to protect into the Vault, then close it.

Pin to Quick access

Lock Vault

Figure 364. Lock Vault Menu Item

Right-click the Vault and select Lock Vault to lock it. A dialog appears, warning you that
locking the vault does not automatically block access to files currently open. Make sure
you close all files that need protection before you lock the Vault.

Figure 365. Trend Micro Vault Warning
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11. Click OK to close the dialog.

12. In the Trend Micro Console Vault window, note the link
http://account.trendmicro.com/report_stolen/ for reporting a loss.

Vault @ = %

Vault helps keep your sensitive fil nyone sharing your c cannot seethe
files without providing the correct »
( Reporting a Loss
If you lose this computer, please seal your Vault by visiting this website:
[ aceounssindmico comrsport olen) |

a You should bookmark this address on another computer or write it down for future
reference.

Regaining Access
Ater recovering a lost computer, you can unseal the Vault only after validating your
identity. You sheuld then change your passwerd just in case.

3y mene el

Figure 366. Reporting a Loss

13. You should bookmark this link on another computer or write it down for future
reference. Clicking it takes you to the Trend Micro Vault Report Stolen webpage, where
you can report the loss.

Report Stolen

The Report Stolen service lets you seal your Trend Micro
» Report Stolen Vaultin case your computer is lost or stolen. The vault will

» Report Found remain inaccessible unil you report your computer found

To report your computer found and unseal the vaut, enter
your Trend Micro Vault email address and password. You
pravided these credentials when you initialized Trend Micro
Vault

Trend Micro Vault email address:

Password:

Figure 367. Report Stolen Service

14. In the Report Stolen webpage, enter your Trend Micro Vault email address and
password and click Report to seal the vault. Once you do, your Vault-protected folders
and files cannot be opened.

15. Once you recover the computer, open the Trend Micro Security console, click Data >
Trend Micro Vault, re-enter your password, then click the link Unseal the Trend Micro
Vault in the Regaining Access paragraph.

o
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® -x

permission

Reporting a Loss

ou fose thi

CX(

13 rene i

Figure 368. Regaining Access

16. This takes you to the Trend Micro Vault Report Report Found webpage, where you can
unseal the Vault.

Report Found

If you have recovered your computer, report it found to
» Report Stolen restore access to the vault.
» Report Found

To report your computer found and unseal the vault, enter
your Trend Micro Viault email address and password. You
provided these credentials when you initialized Trend Micro
Vault

Trend Micro Vault email address:

Password:

Figure 369. Report Found

17. Enter the Trend Micro Vault email address and Password and click Report. This unseals
the Vault and you’re notified by Trend Micro Security.

18. For your safety, you should now change your Trend Micro Security password.
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Chapter 7: Trend Micro Security Feedback, Get
Help, Identity, and Tools

All Trend Micro Security editions provide Feedback, Get Help, and Identity menus in the
Console.

Feedback
To Provide Feedback:

1. Open the Trend Micro Security Console.

TRENDM\CRO o e B _
@ MaximumSecurity % Feedback D~ @ X

Let Trend Micro know about what you like or
want to improve

a @& M #

Device Privacy Data Family

© Protected

You have access to the latest protection.

@) Pprotect Another Device

Figure 370. Feedback

2. Click the Feedback link in the console. Your Account Sign In page appears.

) Account

Sign In

Email

Password
Remember me

Forgot which address you used before?
Forgot your password?

Legal Policies and Privacy

Figure 371. Account Sign In

3. Enter the email address and password you used to register Trend Micro Security and
click Sign In.

o
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@
(<]

€ Case teapatacion com

@Trend Micro Home Users Community - DEV

m‘. NEWROST a

Figure 372. Trend Micro Home Users Community - DEV

4. Click New Post to begin a new conversation and to post your feedback. Your feedback
will be posted on the Trend Micro Home Users Community - DEV website, where you'll
obtain responses from Trend Micro developers and other users.

Help > Product Support

To get Help (?) > Product Support:

[ Feedback

Learn more about a feature by opening the
English help site or contact the technical

’ TREND M\CRQ
% MaximumSecurity
support team for assistance

O ™ g2y

Device Privacy Data Family

@ Protected

You have access to the latest protection.

(@) protect Another Device

Figure 373. ? (Help)
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TRENDMICRO o . -
@MammumSecuﬂty Hfeedback @~ @ X
Product Support
@ Premium Services |
Ransomware Help
Device Privacy Data Family

© Protected

You have access to the latest protection.

(@) Protect Another Device

Figure 374. Get Help

1. Click ? (Help) in the Console, then choose Product Support in the drop-down menu. The
Product Support page appears.

Sign in your
Trend Micro Account

Welcome to Support

Latest Version. Available Now!

Trend Micro™ Maximum Security provides comprehensive

Figure 375. Trend Micro Maximum Security Support (image subject to change)

2. Here you can get access to training videos, this product guide, and a wide range of
support topics to help you get the most out of your security software. Use the drop-
down menus for Support Topics and Related Product Support to obtain relevant
information, or click the Discussion Forums link for the latest discussion and support.
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Help > Premium Services

To access Premium Services:

TREND MICRO - 7 @ @~ | =
] MaximumSecurity Hreedback @ @ X
Product Support
= (o) =
Ransomware Help
Device Privacy Data Famiy

© Protected

You have access to the latest protection,

@ Protect Another Device

Figure 376. ? (Help) > Premium Services

1. Choose Premium Services in the ? (Help) menu. The Premium Services for Home Users

webpage appears.

Frequently Asked Questions (FAQ) about Premium Service

This article answers the Frequently Asked Questions about the Premium Services offered

Figure 377. Premium Service (image subject to change)

Here you can obtain answers to frequently asked questions about Premium Service and
to purchase a plan to enable a Trend Micro technician to make a “virtual house call” any
time, day or night, to help you with any problems you may have with your computer.

3. Select the region you inhabit for the correct plan and pricing.

194
¢®) TREND



Trend Micro™ Security 2020 for Windows - Product Guide GLv1.0

Help > Ransomware Help

To get help with ransomware:

TRENDM\CRO o 7R e _
@ MaximumSecurity @ reedback @D~ @ X

Product Support

Premium Services |

Ransomware Help
Device Privacy Data ram|

© Protected

You have access to the latest protection,

@) Protect Another Device

Figure 378. Ransomware Help

1. Choose Ransomware Help in the ? (Help) menu. The Ransomware Help webpage
appears.

o EE=E. -

8 -
E I‘e Ry, |
Ransomware: Introduction, Prevention and Trend Micro Security Solutions

Wnatis Ransommware? °
How Do Pravent Ransomwars Infection? °
Hom Can Trend Mo Sacurty Protact Me From Ranssmmmars °
Tt says - west °
1Got Infected By Ransomware. Whst Shows | Do7 °
CaniTak oA °
Don't let criminals hold your computer hostage . a
Get Trend Micro™ Security with ransomware protection. "
Py Yo GESa!

Figure 379. Ransomware Help Webpage (Image subject to change)

2. Here you can get information on ransomware, including advice on what to do if you're
under a ransomware attack. See the Ransomware Hotline entry for information on
getting live help from a Trend Micro Support Specialist.
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ID > Account

To check your Account:

TRENDM\CRO o P _
@MammumSecumtv P reedback @~ @ X

- Subscription Information
) v i
About the Software

Device Privacy Data Famiy

© Protected

You have access to the latest protection.

(@ Protect Another Device Expires.

Figure 380. Account

1. Click the ID (Identity) menu, then choose the Account menu item in the Console. The
Trend Micro Account webpage appears.

%, 17E%2. | Account

SIGNINTOYOUR

TRENDMICRO
ACCOUNT

With A Trend Micro Account, you can:

b - s
== ﬁ ]
= ' |

Figure 381. Trend Micro Account Webpage

2. Inthe Trend Micro Account page you can sign in to your account if you’ve already
purchased Trend Micro products or services, manage all of your subscriptions in one
place, stay up-to-date and protected by getting the latest protection for your devices or
those of friends and family, and update your account.

END.
CRO
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ID > Subscription Information

To check your subscription:

TRENDMICRO o @ ®- | —
] MaximumSecurity Hreedoack @~ @ %
Account
N Subscription Information
= %
. About the Software
Device Privacy Data Famny
& o
@ Protected
You have access to the latest protection.
@) Protect Another Device Expires on 7/25/2018 |

Figure 382. ID > Subscription Information

1. Select ID (Identity) > Subscription Information menu item in the Console. The
Subscription Information screen appears.
Trend Micro Maximum Security @  x
Subscription Information
Software
Trend Micro Maximum Security
Serial number
Expiration date
7/26/2019
Computer name
Protection Remaining 359
dayS Email
Click Renew Now to extend your protection. Location
United States
Edit subpszrlp.tlun information
%) 1nene T
Figure 383. Subscription Information
2. Inthe Subscription information screen, you can view the days of protection remaining

in your subscription, renew it, view the edition of Trend Micro Security installed on your
computer, change your serial number, view your Expiration Date, your Computer Name,
the email address the software is registered to, your location, and whether you’ve
chosen to receive the latest news and offers from Trend Micro. Click Edit subscription
information to edit it.
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ID > About the Software

To check your software and get updates manually:

Device

0 TREND MICRO "
&/ MaximumSecurity

[ Feedback

Privacy Data

@ ®-

Account

Subscription Information

— the Software
Famiy ¥y

& O

© Protected

You have access to the latest protection,

(@) Protect Another Device

X

Figure 384. About the Software

GLv1.0

1. Select the ID > About the Software menu item in the Console. The About the Software
screen appears and automatically queries the Trend Micro servers to provide any

available updates of your software.

About Your Software

Trend Micro Maximum Security

Version:
16.0.1137 (Component versions)
Serial Number:

Type:
Full version
Expiration:
9/20/2019
SPN GUID:

@ Components are up-to-date.
(Last update check: 8/1/2019 3:18 PM)

Third-party License Information
Privacy Policy
Data Collection Notice

Figure 385. About Your Software

2. Inthe About Your Software screen you can view the version of your software and even

the version of the components by clicking Component Versions.
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About Your Software X
Components X

Program Version Release Date

Configuration Repository Manager (64-bit) 651138 7/26/2019

Update Manager (64-bit) £.5.1138 9

Framework Builder (64-bit) 651138

Virus Scan Engine Wrapper (64-bit) 651138

Spyware Scan Engine Wrapper (64-bit) 651138

Damage Cleanup Engine Wrapper (54-bit) 651138

Behavior Monitering Engine Wrapper (64-bit) 651138

URL Filtering Engine Wrapper (64-bit) 651138

Smart Feedback Engine Wrapper (64-bit) 651138

Smart Scan Engine Wrapper (64-bit) 651138

System Driver (64-bit) 651138

Real-time Scan Controller (64-bit) 651138

Manual Scan Controller (64-bit) 651138

Roothit Scan Cache (64-bit) 651138

3 Trene s
Figure 386. Component Versions

3. Click the Serial Number link to change it. A screen appears for you to Enter the Serial
Number.

Trend Micro Maximum Security x

Enter the Serial Number

After providing the serial number in the fields below, please click Nex te proceed to the next step.

‘Warning: Every Trend Micro serial number supports  completely independent subscription. You will forfeit any
remaining days in your previous subscription when you switch to the new serial number

Current Serial Number:

New Serial Number:

%) TRENR =n
Figure 387. Enter the Serial Number

4. Click Next to update your software with the new serial number. Your new serial number
and its subscription is applied to your software.

199
y IREN



Trend Micro™ Security 2020 for Windows — Product Guide GLv1.0

The Trend Micro Tools

The Trend Micro Tools are a set of utilities to perform various functions, from managing your
subscription to troubleshooting.

To use the Trend Micro Tools:

1. Click Windows Menu > All Apps and navigate down to “T” in the menu; then click the
Trend Micro menu items for Trend Micro Security, Trend Micro Password Manager
(Maximum and Premium Security) and Trend Micro Troubleshooting Tool to open
them.

-

Recycle Bin

Trend Micro Maximum Security
3 Life at a glance Play and explore

HapageSibec oy See all your mail in one place
Wednesday -
Online Help © @ E . (')
i 1 And more... ’
Pay Guard / Ll
i ~] &  Groove Music

ReadMe Mostly Sunny

Trend Micro Diagnostic Toolkit e w o i

e ey Microsoft Edge  Photos Washington,..

Uninstall Trend Micro Maximum Se...

£ Password Manager Diagnostic Tool Skype Facebook
7’ Ne

nr

(@) T Micro Pessword Manager - - ¥ =a

) Uninstall Trend Micro Password M... RHHELRHES

W e Micro Troubleshooting Tool Microsoft StOte.

Trend Micro Troubleshooting Tool

W Teitter

v
ANl Video Editor

" O ma = £ ® © @ TrendMicro Mavimu..

Figure 388. Trend Micro Utility Menus

2. Many functions work just as they do from the Trend Micro Security Console. Below are
brief descriptions of key additional tools.
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Trend Micro Security:

Manage Subscription

1. Click Manage Subscription and the Trend Micro Account page appears, where you can
log into your account to manage your subscription(s).

% Account o

SIGNINTO YOUR

TREND MICRO e
ACCOUNT L

Forgot which address you used before
1 your pas

{d Lost your computer?
h vice tosenl

Figure 389. Manage Subscription > Trend Micro Account

Online Help

1. Click Online Help and the Support page appears, where you can obtain help about your
software

@ I’?E '!'3 Home and Home Office Support e ;3;:&1% Account
arch Q

Frequently Asked Questions (FAQ) about Premium Service

This article answers the Frequently Asked Questions about the Premium Services offered

Figure 390. Support
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Pay Guard

1. Click Pay Guard and the Pay Guard browser launches, to help you bank and shop online
securely.

™ Pay Guard by Trend Mic X

C | @ Secure | hitps//payguard.trendmicro.com, w ® i

Trend Micro Pay Guard

Pa

d profects your financial transactions, including credit card information and personal data,
& banking or shopping on your default browser

Trend Micro recommends that Pay Guard is only used for anline transactions. Le

x

% Protected by Trend Mico

Figure 391. Trend Micro Pay Guard

ReadMe

1. Click the ReadMe menu item and choose the document reader you wish to use. The
ReadMe document appears.

EE e - o X
[ Trend Micro™ Maximum X

C | © file:///C:/Program$620Files/Trend%20Micro/Titanium/Shortcut/EN-US... ¥ | & !

Trend Micro, Incorporated, June 2018

Trend Micro™ Maximum Security

Contents

Aabout Trend Micro™ Maximum Security

. What's New

. Documentation

. System Requirements

. Relesse History

. Contact Information

1
2
3
a.
5. Known Issues
6.
7.
8. About Trend Micro
o

License Agreement

0. Third Party License Agreements

1. About Trend Micro™ Maximum Security

Trend Micro™ Maximum Security, powered by the Trend Micro™ Smart Protection Network™, protects

against malicious software ke viruses and spyware, as well as web threats. This version also offers
protection against unauthorized changes to operating system settings, deletes unnecessary files to

recover disk space, and stops unnecessary programs from launching automatically to improve -

»

Figure 392. ReadMe

2. Click the various items in ReadMe to show the contents.
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Trend Micro Diagnostic Toolkit

1. Click Trend Micro Diagnostic Toolkit to open it. The Diagnostic Toolkit opens.

X, Trend Micro Diagnostic Toolkit
() Debug | () Threats  (C) Unnstall (D) Exception Lit | (E) Detalls

Collect Debugging Information

Select which data
‘2nd get the log generated. Please n
progress.

Defaut Level ~
1. Start Colecting Data

[inciuce logs oider than 30 days

Troubleshooting Logs:

Self-protecten Controls

Protact your security software, including its registry keys and processes

Get Help GetExtra Tools

Figure 393. Trend Micro Diagnostic Toolkit

o colect,
ote that cicking the first button wil stop any scan or update now in

GLv1.0

2. You’ll use the Diagnostic Toolkit to help diagnose any problems you may encounter
when using Trend Micro Security. These tools include the debugging, uninstall,
exception list, and details functions. A Trend Micro Support Specialist will generally work

with you to conduct your diagnosis.

Trend Micro [Edition] Security:

1. Select Trend Micro [Edition] Security to launch the Console.

Uninstall Trend Micro [Edition] Security:

1. Select Uninstall Trend Micro [Edition] Security to uninstall the program.
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Trend Micro Password Manager:
Password Manager Diagnostic Tool

1. Select Password Manager Diagnostic Tool to open it.

X, Password Manager Diagnostic Toolkit - X

Coliect Logs | Components _ Keyboard Fiter Driver

Collect Debugaing Information

Step1:  Selectlog type
@s8asc
O Advanced
Step2: 5
Step3:  Reproduce thessue
e/t CollectLogs

A Automaticaly send data to Trend Moo when finished

Log Fie Name : Open Folder

Close

Figure 394. Password Manager Diagnostic Toolkit

2. As with Trend Micro Security, the Password Manager Diagnostic Toolkit can help you
diagnose any problems you may have with Password Manager and is usually used in
conjunction with a Trend Micro Support Specialist.

Trend Micro Password Manager

1. Select Trend Micro Password Manager to open the Login webpage for the web console
in your default browser.

S

Password Manager

Figure 395. Password Manager Web Login Page

Uninstall Trend Micro Password Manager

1. Select Uninstall Trend Micro Password Manager to uninstall the program.
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Trend Micro Troubleshooting Tool:

1. Click Trend Micro Troubleshooting Tool to open it.

- X

TREND MICRO. ~;'
@ Troubleshooting Tool

Figure 396. Trend Micro Troubleshooting Tool

GLv1.0

2. You use the Trend Micro Troubleshooting Tool during a troubleshooting session with a
Trend Micro Support Specialist. The specialist will provide you with a Support Case

Token, which will link the specialist’s session directly to your computer.
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About Trend Micro

206

Trend Micro Incorporated, a global leader in cyber security solutions, helps to make the
world safe for exchanging digital information. Our innovative solutions for consumers,
businesses, and governments provide layered security for data centers, cloud environments,
networks, and endpoints. All our products work together to seamlessly share threat
intelligence and provide a connected threat defense with centralized visibility and control,
enabling better, faster protection. With more than 6,000 employees in over 50 countries and
the world’s most advanced global threat intelligence, Trend Micro enables users to enjoy
their digital lives safely. For more information, visit www.trendmicro.com.
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